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Ask not if the big one will strike your 

company, but rather when it will.

Your enterprise’s disaster recovery 

(DR) plan should be ready for any type 

of natural or man-made calamity—

from a hurricane or earthquake to a 

malware attack.

Without a DR plan in place, these 

interruptions can be fatal to a 

business. According to the Boston 

University Metropolitan College 

Graduate Program in Management, 

one of four businesses stay closed 

forever after a disaster. Fortunately, 

this can be avoided, because the odds 

of preserving your business increase 

when you have solid disaster recovery 

and business continuity plans in place. 

In fact, for each dollar you invest in 

disaster preparedness, you can save 

an estimated $7 in recovery costs.

The best disaster recovery and 

business continuity plans go beyond 

simple restoration of data: A truly 

effective strategy must ensure the 

speedy restoration of everything 

you need to run your enterprise—

hardware, software applications, HVAC 

systems and even the facility itself. 

Otherwise, the costs can be crippling: 

The Ponemon Institute reports that 

every minute of unplanned downtime 

costs an average of $7,900.

With recovery time in mind, 

businesses often supplement their 

tape backup system with a cloud 

recovery system. Doing so doubles the 

available copies of your critical data 

while increasing your recovery speed. 

And, of course, faster recovery means 

less revenue lost.

HERE’S HOW TO IMPLEMENT 
A CLOUD RECOVERY SYSTEM:

Step #1: Get the right plan.

To maximize the value of your plan, 

seek a vendor that offers both backup-

as-a-service (BaaS) and disaster-

recovery-as-a-service (DRaaS). With 

both of these plans, you can restore 

lost or corrupted data - or your entire 

volume of information - in the wake of 

a disaster.

Step #2: Implement data 
encryption services.

To avoid introducing a security breach 

during recovery planning, ensure data 

encryption during each step of the 

completed system.

Step #3: Confirm the vendor’s 
response-time window.

Because disasters seldom adhere to 

convenient schedules, make sure your 

provider offers 24/7/365 availability.

Step #4: Negotiate for 
optimal recovery speed

A Service Level Agreement (SLA) 

guarantees recovery time. Typical 
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ranges are anywhere from one hour to as long as 

48 hours. Often, as a business grows, it can afford 

to choose speed over economy with a shorter 

recovery time.

Step #5: Create a comprehensive plan.

Getting your data restored promptly following a 

disaster may not restore your business. You need 

a complete disaster recovery plan. Work with a 

trusted recovery expert specializing in business 

continuity. Your vendor should review your 

current process, test for gaps, determine areas to 

revise and then help to implement the plan.

Your company’s future depends on prioritizing 

disaster recovery planning. You don’t know how 

or when the big one will strike so every minute 

counts, both before and after a disaster.
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DID YOU KNOW?

IN 2012, HURRICANE SANDY CAUSED 

$65 BILLION IN DAMAGE IN THE 

NORTHEASTERN UNITED STATES.

$65 BILLION
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