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The introduction of GDPR has significantly increased the challenges 

and obligations of the Canadian privacy regulatory environment, which 

includes PIPEDA, CASL and PHIPA. The ability to maintain compliance 

continues to escalate in difficulty due to the exponential growth in volume 

and variety of digital data as well as the increasing need for organizations 

to extract the maximum value from this data. Compliance in Canada’s 

regulatory environment requires a thorough understanding of information 

governance, as well as technical and organizational procedures that align 

the information management, records management, and line of business 

functions of your organization. Without a complete understanding of GDPR 

and a thorough internal analysis, not only will your business be unable  

to effectively extract value from the data it creates and processes, your 

business will also struggle to demonstrate GDPR compliance  

and risk facing significant financial penalties.

There are three categories of Canadian companies that must be 

GDPR compliant:

1. Canadian companies with 

a physical establishment 

in the EU must be 

compliant with GDPR.

2. Canadian companies that 

process personally identifiable 

information (PII) of EU data 

subjects in connection with 

the offering of goods and 

services must be compliant. 

Simply having a website 

accessible to EU data subjects 

is not sufficient grounds to 

require GDPR compliance; an 

organization must actively 

target EU data subjects in its  

goods and services offerings.
  

 

Examples of intentional 

targeting include targeted 

ads in a search engine or an 

EU toll free phone number. 

3. Canadian companies that 

process PII of EU data subjects 

for the purpose of monitoring 

behavior must be compliant. 

This includes basic tracking 

mechanisms such as non-

essential website cookies.

an IncReasInGly 
comPlex canaDIan 
PRIvacy ReGulatoRy 
envIRonment

WhICh CanaDIan ComPanIES  
anD oRGanIzaTIonS aRE affECTED

Why Canadians 
Should Care 
about GDPR
This whitepaper will help 

Canadian businesses and 

organizations understand 

how they are affected 

by the General Data 

Protection Regulation 

(GDPR) and assess their 

level of preparedness.  

The following topics are 

covered in this whitepaper:

 > The Canadian privacy 

regulatory environment 

 > Which Canadian 

companies and 

organizations are 

affected by GDPR

 > The differences 

between GDPR 

and PIPEDA

 > Self-assessment 

questionnaire on 

GDPR compliance

 > How Iron Mountain® 

can help
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It is a common misconception that compliance with the Personal Information 

Protection and Electronic Documents Act (PIPEDA) equates to compliance with 

GDPR. There are distinct differences between PIPEDA and GDPR, ranging from  

minor differences in terminology to major differences in operational requirements. 

The major differences to take note of are:

DaTa ConTRollER anD DaTa PRoCESSoR

PIPEDA does not distinguish between the roles of a data controller from a data 

processor, whereas GDPR does. Under GDPR, a data controller is the entity that 

determines the purposes and means of processing PII, while a data processor is the 

entity that processes the PII on behalf of the controller. Both data controllers and 

data processors are subject to GDPR, and in some instances, the data controller 

and data processor are the same entity. Data controllers are responsible for only 

using processors that provide sufficient guarantees of GDPR compliance.

ConSEnT

Under GDPR, consent must be explicit, and implied consent is never 

acceptable, whereas implied consent is allowed under certain circumstances 

by PIPEDA. Furthermore, unlike PIPEDA, GDPR stipulates that a data subject 

must be a minimum of 16 years of age to provide consent. PIPEDA does not 

provide a set minimum age for consent and only suggests that age may be a 

relevant factor when considering whether consent obtained qualifies as 

informed consent. 

DaTa PoRTabIlITy

While both PIPEDA and GDPR grant data subjects the right to access, 

GDPR is unique in granting the right to data portability. Under GDPR, 

organizations must provide data subjects with their personal data in a 

structured, commonly used and machine-readable format along with the 

ability to transmit this data to another controller without hindrance. 

Organizations that already struggle with managing requests for access to 

personal data will find the right to data portability to be an even greater 

challenge.

RIGhT To ERaSURE

GDPR expands upon PIPEDA’s basic right to erasure which states that 

“personal information shall be retained only as long as necessary for 

the fulfillment of those purposes.” Under GDPR, when an organization 

receives a request for erasure from a data subject, it must contact all other 

organizations that received that data subject’s PII. Furthermore, GDPR 

has a wider scope than PIPEDA and applies to search engines as 

well; requiring search engines to delink search results when met with an 

erasure request.

GDPR anD PIPeDa –  
What aRe the 
DIffeRences?

/03

EvolvInG PRIvACy 

REGUlAtIonS

As GDPR sets a new  

precedent for privacy,  

other privacy regulations  

are expected to change 

in response. 

Effective november 1,  

2018, PIPEDA has stricter 

regulations regarding data 

breach reporting and  

recording. Failures to meet 

the new requirements could 

result in fines up to $100,000. 

According to a survey by the 

Federal Privacy Commissioner, 

only four out of 10 businesses 

have the capabilities and 

procedures to comply with  

the new stricter regulations. 

It is essential for companies 

to be aware of the location 

and accessibility of their PII, 

because the faster a data 

breach is identified, the lower 

the resulting costs.



DaTa bREaCh REPoRTInG

While the Digital Privacy Act adds data breach reporting 

amendments to PIPEDA, it does not specify an exact time 

period in which a data breach must be reported It only 

states that the Privacy Commissioner of Canada should 

be notified “as soon as feasible”. on the other hand, 

GDPR’s data breach provisions specify that a data 

controller must report a breach to the supervisory 

authority within 72 hours of discovery. Furthermore, 

GDPR’s definition of a data breach is broader than that of 

the Digital Privacy Act’s and can be interpreted to include 

technical failures absent of human intervention that 

results in the destruction or alteration of data.

EmPloyEE DaTa

PIPEDA applies to all organizations in Canada that collect, 

use, or disclose personal information in the course of 

commercial activities. GDPR covers employee data of 

EU data subjects for all employers. One point of note 

is that consent is usually not a viable method to process 

PII because the significant power imbalance between the 

employer and employee does not allow for free consent. 

While legitimate interests, such as payroll or tax purposes, 

will allow employers to process employee PII, any other use 

of this data must be carefully reviewed to maintain GDPR 

compliance. Furthermore, companies that use a third party 

human resource information system will be responsible for 

ensuring compliance from their data processor.

DaTa PRoTECTIon ImPaCT aSSESSmEnTS

While Canadian regulators encourage privacy impact 

assessments to be done before implementing a new  

data program or technology, they are not mandatory 

under PIPEDA. On the other hand, data protection 

impact assessment are mandatory under GDPR  

when implementing new data technology or making  

any significant changes to existing programs that  

will result in high risk.
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InDUStRy FACt

DATA BREACHES COST 
MORE In CAnADA THAn In 
OTHER COUnTRIES. THE 
AvERAGE COST OF A DATA 
BREACH In CAnADA WAS 
$6.11 MILLIOn, COMPARED 
TO THE GLOBAL AvERAGE 
OF $3.86 MILLIOn.
PonEmon InStItUtE 2018  
CoSt oF A DAtA BREACh StUDy

GDPR anD PIPeDa –  
What aRe the DIffeRences? (contInueD)



GEnERal ComPlIanCE

1. has your business completed an information 

audit to create a data flow map?

2. has your business identified and documented your 

lawful bases for processing PII in a manner that can 

be demonstrated to a supervisory authority?

3. Do you maintain a record of the processing 

activities of all personal information?

4. Do you have a process to determine the need for 

data protection impact assessments?

5. Do you have a written agreement with your data 

processors to ensure GDPR compliance?

ConSEnT

1. has your business implemented a procedure 

to ask for and record consent?

2. Can you retrieve consent documents, both physical 

and digital, in an appropriate period of time?

3. Do you have processes to manage requests for access, erasure, 

rectification or data portability in an appropriate time frame? Will 

these processes be effective for data held by your data processors?

SECURITy

1. Does your business maintain an updated list of the technical and 

organizational procedures that ensures an appropriate level of 

security for personal data and minimizes the risk of a data breach?

2. Does your business have an appropriate data protection policy 

that outlines your approach to protect personal data, along 

with responsibilities for implementation and monitoring?

3. Does your business have effective processes to identify, 

report, manage and resolve data breaches?

4. Do you have the appropriate data retention and backup process to 

recover from a ransomware attack in an acceptable time period?

5. If a data breach occurred, will you be able to identify what digital 

or physical personal data was exposed within 72 hours? 

DISPoSITIon

1. Do you have an adequate end of life destruction process 

for digital and physical personal data? Can you show a 

defensible process for disposition in case of an audit?

self-assessment 
QuestIonnaIRe
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Iron Mountain Incorporated® is the global leader 

in storage and information management and 

governance services. Trusted by more than 

230,000 organizations worldwide, our solutions 

portfolio includes records management, 

data management, document management, 

data centers, and secure shredding, helping 

organizations to lower storage costs, comply with 

regulations, recover from disaster, and extract 

value from their information. 

Helping to solve for GDPR compliance, the Iron 

Mountain® Advisory Services team will guide you 

through the process of creating or revamping 

your records retention schedule and privacy 

policy as part of the Information Governance 

Program Development service. We will assess 

and analyze your practices to identify your state 

of compliance, providing recommendations 

addressing governance, technology and culture 

to keep your information secure, accessible and 

compliant with all privacy regulations.

Consider how automating retention and privacy 

policies with your physical and digital information 

can reduce risk exposure. With  Iron Mountain® 

Policy Center Solution you will be able to develop, 

maintain and distribute your retention and 

privacy policy online through the user-friendly, 

cloud based portal. Available as a subscription 

service, you will receive a feed of continuously 

updated, fully cited and summarized retention 

and privacy requirements drawn from changes to 

law in the jurisdictions and industries that impact 

your business.  After reviewing the updates, you 

can authorize to automatically map the updated 

requirements into your record class structure and 

update rules accordingly.

Content classification is a vital aspect of 

managing the information lifecycle. You have to 

be aware of what information you have stored 

in what format across your organization to be 

able to properly and accurately map everything 

to a retention schedule.  Iron Mountain® Content 

Classification service leverages our classification 

rules database to find your redundant, obsolete 

or trivial content (ROT) so that it can be identified 

and securely disposed per your retention & 

privacy policies.

Furthermore, physical records can be digitized 

to allow for easy access, and the ability to 

swiftly respond to requests for access, erasure, 

rectification and portability. Where you have 

remaining paper centric processes or need 

to aggregate disparate data systems for ease 

of access to data, Iron Mountain® Workflow 

Automation™ powered by Hyland can help 

improve providing the right information to 

the right people at the right time to deliver 

operational efficiencies and reduce time-

consuming transactions.

When records or data containing PII have 

met their legal and operational retention 

requirements, proper disposition to ensure 

compliance with GDPR’s right to erasure can 

be facilitate through Iron Mountain® Secure 

Shredding and Iron Mountain® Secure IT Asset 

Disposition services. 

hoW IRon mountaIn® can helP

to leaRn moRe about GDPR 

anD hoW IRon mountaIn®  

can helP vIsIt 

ironmountain.ca/gdpr  

oR call youR ReGIonal 

sales ReP at 1 800 899 4766.
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http://www.ironmountain.ca/en/information-management/information-governance-advisory
http://www.ironmountain.ca/en/information-management/retention-policy-management/policy-center
http://www.ironmountain.ca/en/information-management/information-governance-advisory
http://www.ironmountain.ca/en/information-management/information-governance-advisory
http://www.ironmountain.ca/en/digital-transformation/workflow-automation
http://www.ironmountain.ca/en/digital-transformation/workflow-automation
http://www.ironmountain.ca/en/secure-destruction/secure-shredding
http://www.ironmountain.ca/en/secure-destruction/secure-shredding
http://www.ironmountain.ca/en/secure-destruction/it-asset-and-media-destruction
http://www.ironmountain.ca/en/secure-destruction/it-asset-and-media-destruction
http://www.ironmountain.ca/en/resources/landing-pages/g/general-data-protection-regulation


aPPenDIx

CASl 
Bill C-28, better known as Canada’s anti-spam legislation or the Fighting Internet and Wireless Spam Act. CASL covers all 
commercial electronic messages sent within Canada or routed through Canadian servers. CASL dictates that marketers 
can only send email to individuals who opt into receiving them. CASL also requires marketers to enable recipients the 
option to opt out of receiving marketing messages. Penalties for violations are up to $1 million CAD for an individual and 
$10 million for businesses.

Data Breach 
A breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or 
access to, personal data transmitted, stored or otherwise processed.

Data Controller 
The person(s) who determine the purposes and means of processing personal data.

Data Processor 
A person or entity that processes personal data on behalf of a controller.

Data Subject 
An individual who is the subject of the relevant personal data.

DPIA 
Data Protection Impact Assessment is a structured review of particular processing activity from a data protection 
compliance perspective. An organization is required to perform an initial assessment to determine if a DPIA is necessary 
as part of a privacy risk assessment and in advance of any project that is likely to increase risks to PII.

GDPR 
Regulation (EU) 2016/679, better known as the General Data Protection Regulation. GDPR protects the right of European 
residents to determine whether, when, how and to whom their personal information is revealed and how it can be used. 
It applies to any organization which is based or in the EU or processes data on anyone living there, and it covers the 
acquisition, use, transmission, storage, destruction and breach of personal data.

GDPR Effective Date 
25 May 2018, effectively the date from which enforcement of GDPR begins. non-compliance following this date will result 
in fines up to €20 million, or 4% of the worldwide annual revenue of the prior financial year, whichever is higher.

PIPEDA 
The Personal Information Protection and Electronic Documents Act is a Canadian law that governs how private 
organizations collect, use and disclose personal information for commercial business purposes. PIPEDA requires 
organizations to obtain consent before collecting, using or disclosing personal information. When consent is refused, 
organizations must still supply the product or service unless the information is essential to the transaction. Under 
PIPEDA, organizations must have personal information policies that are clear, understandable and readily available.

PII 
Personal Identifiable Information. Data relating to a data subject who can be directly or indirectly identified on the basis 
of that data by an organization’s data controller. Includes device identifiers, cookies, IP addresses.

PhIPA 
The Personal Health Information Protection Act covers privacy regulations for health information custodians in Ontario, 
Canada. PHIPA governs the collection, use, and disclosure of personal health information by custodians. PHIPA also 
provides patients with the right to request access to and correction of their personal health information. 
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ABoUt IRon moUntAIn
Iron Mountain Incorporated (NYSE: IRM), founded in 1951, is the global leader for storage and information management services. Trusted by more 
than 220,000 organizations around the world, and with a real estate network of more than 85 million square feet across more than 1,400 facilities 
in over 50 countries, Iron Mountain stores and protects billions of information assets, including critical business information, highly sensitive data, 
and cultural and historical artifacts. Providing solutions that include secure storage, information management, digital transformation, secure 
destruction, as well as data centers, art storage and logistics, and cloud services, Iron Mountain helps organizations to lower cost and risk, comply 
with regulations, recover from disaster, and enable a more digital way of working. Visit www.ironmountain.ca for more information. 

© 2018 Iron Mountain Canada Operations ULC. All rights reserved. Iron Mountain and the design of the mountain are trademarks or registered trademarks of Iron Mountain  
Incorporated in the U.S. and other countries and are licensed for use by Iron Mountain Canada Operations ULC. All other trademarks or registered trademarks are the property  
of their respective owners.

We PRotect What you value most™

800.899.IRon 
IRonmountaIn.ca


