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executive overview
the modern data protection landscape is changing at an unprecedented pace . Data is growing exponentially,  
new and evolving regulations are appearing all the time, litigious activities are increasing and not a week 
goes by without news of a natural disaster or other emergency severely impacting a location – and the  
lives of the people living and working there . clearly in such an environment, being able to protect your data  
is more important than ever .

It was with this idea in mind that we  
asked It professionals from a wide variety  
of businesses and industries to help us  
predict the future of data protection . we 
asked questions about how the challenges  
of the current environment will evolve  
over the next two to three years and what  
strategies, policies, procedures and  
technologies organizations will leverage  
to overcome them . the results were  
illuminating . 

Despite recognizing that data protection 
challenges will continue to grow, participants 
believe that few organizations will take  
decisive action to fortify their data manage-
ment practices in the near future .  
as you read through the predictions on the 
following pages, you will see phrases like 
“keep everything forever” and “conduct  
periodic reviews” that show a lack of urgency 
for participating in this next generation  
of data protection . we can speculate about 
why — perhaps participants believe limited
budgets or lack of expertise will hold  

organizations back – but the fact remains 
that “do little” or “do nothing” postures  
will not cut it going forward . the costs of  
uncertainty and inertia are just too high .

we all know the risks of inadequate data  
protection — they are many and well  
documented . whether it’s the penalties  
and fees of non-compliance, the brand  
damage and loss of customer trust  
associated with an inadvertent disclosure  
or the bottom line impacts of not being  
able to recover data in a timely fashion, 
today’s organization’s simply cannot  
afford taking a reactive, “it’ll never happen  
to us” approach to data backup and 
recovery . after all, the landscape is too  
competitive, and one incident, quickly  
spread across websites, blogs and social  
media, has the potential to change how  
a business is perceived forever .

we’ve organized the predictions into four 
sections that mirror our best-practice-based 

approach to optimizing your data  
protection infrastructure:

1. evaluating current challenges
2. assessing high-level strategies
3. reviewing policies and procedures
4. Determining the right mix of technologies

our hope with this report is that it will  
provide a baseline of understanding upon 
which we can build the tools and information 
needed to help our clients navigate this  
complex environment . how? By understanding 
that a more proactive approach to data 
protection is needed — one that starts with 
a high-level strategy, feeds into well-defined 
policies and procedures and is supported  
by the right mix of data backup and  
recovery technologies .

sincerely,

Jay Livens
Director, Product and solutions marketing, 
Iron mountain
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P r e D I c t I o n s
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PREDICTIONS:

chal lenges
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evaluating modern Data Protection challenges
Data growth, compliance, a stagnant economy and flat budgets are just a few of the challenges facing 
organizations in today’s data protection environment . the predictions in this section show that the risks 
these challenges bring with them (e .g ., data loss, inadvertent disclosures, non-compliance, etc .) are top 
of mind for many organizations — and that they’re actively looking for strategies and best practices they 
can implement to overcome them .

Prediction

As data and IT assets continue to grow, risk of data loss or inadvertent disclosure 
will be the most prevalent concerns of IT leaders.

Prediction

At the time of data and asset obsolescence, the volume of data poses a greater 
risk than the volume of physical devices.

Prediction

When it comes to aligning data protection efforts with data growth demands, 
limited funding will continue to challenge IT organizations.



5

an overwhelming majority of participants  
believe that risk of data loss or inadvertent  
disclosure will be a major concern of It  
leaders over the next 12 to 18 months . the next 
closest concern was “bring your own device” 
(ByoD) and mobile technology trends, followed 
by compliant It asset disposal and destroying 
assets in environmentally friendly ways . 

ExPANDINg DATA AND COmPlIANCE  
REquIREmENTS
as data continues to grow at an exponential 
rate and businesses embrace more  
data-intensive trends, such as big data and 
predictive analytics, it’s not just the amount  
of data they are storing that has increased  
— it’s also the criticality of that data . at the 
same time, expanding compliance require-
ments across heavily regulated industries like 
healthcare, financial services and others are 
putting pressure on organizations to secure 
the privacy and integrity of their data . as 
these data and compliance demands continue 
to grow, the risks around data loss and inad-

vertent disclosure multiply, so it’s understand-
able that participants viewed them as urgent 
data protection concerns in the near future .

PROACTIvE mANAgEmENT OF DATA  
AND DEvICE lIFECyClES
the ByoD issue is an interesting one,  
because even though most organizations  
recognize it as a trend that is here to stay,  
few seem to understand how these devices  
fit into their data protection strategy . that  
said, organizations truly concerned with  
protecting themselves from data loss in  
a ByoD world should not overlook It asset  
disposition strategies . together, ByoD and  
data growth trends have led to a surplus  
of devices organizations have to manage  
— each containing business data that could  
be compromised if not disposed of properly .  
these devices may create a less-visible data 
loss risk, but that does not mean they can  
(or should) be ignored .

At least in our industry, HIPAA, 
protected health information 
(PHI) and personally identifiable 
information (PII) can have huge 
financial impact on a business, 
and identity and data theft are 
seemingly rampant, with major 
public visibility and brand  
reputation implications.
-Survey Respondent

Prediction

As data and IT assets continue to grow, risk of data  
loss or inadvertent disclosure will be the most prevalent  
concerns of IT leaders.

By proactively managing the lifecycle  
of all devices and the data that resides  
on them — from implementation  
to decommission through destruction  
— businesses can protect themselves  
from the risks of data loss and  
inadvertent disclosures, including  
downtime, penalties, a damaged brand  
reputation and other high-profile  
consequences that will immediately  
affect an organization’s bottom line . 

Recommendation
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Prediction

At the time of data and asset obsolescence, the  
volume of data poses a greater risk than the volume  
of physical devices.

when organizations look at their It  
environments, it is common for them  
to view the number of devices they have to 
manage as a reflection of the amount of data 
they are storing, so it stands to reason that 
they are more concerned with what they  
see as the cause (the data) rather than the  
effect (the devices) . In addition, with data  
and device growth happening at such an  
accelerated rate, some participants are  
worried that compatibility will become  
a challenge as data moves from one storage 
medium to another .

DATA gROwTH DRIvES DEvICE  
gROwTH — AND vICE vERSA
It’s no secret that data volumes are growing 
at an unprecedented pace; however, ByoD 
and mobile technology trends are bringing 
new and different device types into the  
enterprise that are not accounted for in the 
“more data equals more devices” equation 

discussed previously . today’s employees use 
an average of 3 .5 devices in the workplace1, so  
if the time to address device management  
is not now, it’s coming in the near future .

REDuCINg DATA vOlumES AND  
COmPATIbIlITy CONCERNS wITH TAPE
many It infrastructures today comprise  
an assortment of server, software and  
storage components that have been  
accumulated over time, with aging legacy  
systems running alongside the latest and 
greatest technologies . In such environments, 
it’s not uncommon for businesses to be  
concerned with data compatibility — especially 
as they consider consolidating and  
standardizing their infrastructures in  
the future .

Storage technology is advancing 
so fast that enterprises have vast 
amounts of data stored in many 
different formats. As archive  
requirements continue to grow, 
data incompatibility will become 
a big concern.
-Survey Respondent

storing older, archived data on tape is  
one way organizations can eliminate data 
compatibility concerns . this is because 
tape has an incredibly mature interface 
and is one of the most widely supported 
storage technologies, so it should be no 
problem to maintain their archive data  
as their infrastructures evolve . what’s 
more, moving data from the primary  
infrastructure to tape cold storage helps 
control the volume of data It has to  
manage on a daily basis . 

Recommendation

clIcK for sources
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Prediction

When it comes to aligning data protection efforts with data 
growth demands, limited funding will continue to challenge  
IT organizations.

few survey respondents believe that data  
protection systems and budgets are keeping 
up with data growth, but they — like many  
others in It organizations today — are feeling 
the effects of tight or reduced budgets on  
their backup and recovery efforts .

A FRESH lOOk FROm A NEw ANglE
when the people in charge of backups for  
their companies say that their systems are  
not keeping up with data growth demands, 
what they really mean is, “I don’t have the  
budget to keep buying new technology to  
address the problem .” what’s more, they  
know it’s not going to change anytime soon, 
because backup is rarely a priority at budget 
time . so, what can they do? they have to  
take a fresh look at their environments and 
make smarter technology decisions that 
change the economics around their backup 
and recovery processes . for example, by  
maximizing the capabilities of existing assets, 
incrementally adding new solutions when bud-
gets allow and marrying this technology with 
innovative thinking and best practices, they 

can start to bridge the divide between their 
current and ideal future states .

mAxImIzE buDgETS wITH DATA TIERINg
there’s an old adage that there’s always money 
to do something over, but never enough to do  
it right . when it comes to protecting data, that’s 
a risk most can’t afford . Data tiering is a widely 
recognized best practice that can help drive 
cost reductions throughout backup and  
recovery practices — helping organizations take 
better advantage of their limited budgets . 

a data tiering project can begin with the  
simple steps of identifying a data set and  
understanding how business-critical it is, how 
often it changes and how accessible it needs  
to be . for example, if 30 percent of data is  
volatile and needs to be on spinning disk, it’s 
worth asking the question: “can the other  
70 percent be moved to a more cost-effective  
medium?” If the answer is “yes,” the  
organization has freed up significant disk  
space to accommodate data growth without 
having to purchase costly new hardware .

Data doesn’t care that there are no new 
budgets for data protection systems;  
neither do litigation requests, disasters  
or any of the other factors putting  
pressure on It staffs . however, by making 
the right decisions about where to put  
data throughout its lifecycle, organizations 
can maximize their budgets, while still 
meeting their various compliance,  
discovery and recovery requirements . 

Recommendation

Until the economy improves  
significantly and consistently, 
budgets are going to be more 
tightly managed, making the  
gap between data growth and 
data protection a bigger  
problem every year.
-Survey Respondent
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how is the current Data Protection environment  
affecting you?
here is a quick test to see how your organization is handling the challenges of the current data protection 
environment . If you score a three or above, you’re likely experiencing some of the pains discussed, and you 
should begin thinking about how you can change your data protection approach to reduce or eliminate them . 
If you score a two or below, you’re in pretty good shape, but with data growing exponentially and elements 
like compliance requirements changing all the time, you should return to this exercise in the future to make 
sure you’re staying ahead of these challenges .

1. In the past year, we’ve had to purchase additional primary storage and/or 
backup resources to keep up with data growth . (+1)

2. we have a pile of old and/or obsolete It assets and storage media that we 
don’t know what to do with . (+1)

3. we’ve experienced a data loss or inadvertent disclosure event in the past year . 
(+1)

4. our budget for data management remained flat or was reduced this year . (+1)

5. other than potentially adding more storage capacity, we have not changed our 
data protection strategy in the last three years . (+1)

CHALLENGES

1

2

3

4

5
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PREDICTIONS:

st rat egy
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Prediction

Companies will choose to retain their data for a period of seven to 10 years or longer.

assessing high-level Data Protection strategies
Information experts know that true data protection begins with a comprehensive, well-defined strategy 
that drives the policies, procedures and technologies that comprise an organization’s backup and  
recovery infrastructure . the predictions in this section show that while participants understand the  
value of strategies, such as disaster recovery (Dr) and retention plans, there is little agreement about 
what best practices are – and as a result, organizations will do little (e .g ., conduct periodic reviews)  
or nothing (e .g ., keep all data forever) about them .

Prediction

Disaster recovery (DR) requirements will represent the most difficult SLAs to meet 
in the near future.

Prediction

In order to control the growth of Tier 3, unstructured data, IT leaders will conduct 
periodic reviews to identify data that can move to cheaper storage technologies.
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Prediction

Companies will choose to retain their data for a period of seven to 
10 years or longer.

survey respondents believe  
today’s organizations will either 
keep their data for seven to 10 
years or retain it forever . the 
overall trend was to keep data for 
long periods of time, with few  
participants choosing periods  
of one to five years .

INDuSTRy DRIvERS
companies in certain industries  
retain their data for long periods  
as a matter of course . for example, 
in manufacturing, product lifecy-
cles can run for 25-plus years, so  
organizations will keep data for the 
life of a product . another example  
is healthcare, where health  
records have to be maintained  
throughout a person’s entire 
lifespan and beyond . In both ex-
amples, there will be less-critical 
data that doesn’t have to be kept 
for those periods, but that would 
require tiering the data: a task 
that some organizations do not 
have the resources or expertise  
to tackle .

COmPlIANCE REquIREmENTS
compliance mandates are  
another factor in determining 
how long a company will retain  
its data . while some regulations 
explicitly state that certain  
information should be kept  
for period of seven years, for  
example, others are more  
nebulous about the retention  
periods . as with the industry  
concerns, businesses may not 
have the resources or expertise 
to sort through the relevant  
regulations and design  
a retention plan that adheres  
to each, so they default to just 
keeping everything for  
extremely long periods of time .

lITIgATION AND  
DISCOvERy REquESTS
litigation and other legal  
implications often present catch-22 
scenarios for companies . on one 
hand, It teams are holding onto 
data forever because it’s easier 
to buy more storage than to work 
through the various data types 

and retention periods . on the other, 
there is the legal team, which 
knows that information retained 
past its retention period remains  
discoverable and can pose signifi-
cant risk . the fact of the matter 
is, many organizations are chal-
lenged to get It and legal on the 
same page when it comes to  
data retention .

buSINESS AND  
OPERATIONAl CONCERNS
finally, there are the business and 
operational impacts of storing 
data for long periods of time .  
for one, the more data an  
organization retains, the more 
 its hardware, maintenance and 
general It overhead burden 
grows . and, when a litigation  
or other discovery event occurs, 
many companies have to dedicate 
internal resources to locating the 

“needle in the haystack,” which 
hinders productivity and disrupts 
normal operations .

there are a variety of industry, 
regulatory, legal and business 
reasons why organizations would 
choose to retain their data for  
extremely long periods of time, 
but uncertainty is a common  
motivator when it comes to  
making that decision (e .g ., “I don’t 
know what’s critical and what’s 
not, so I’ll just keep everything 
forever”) . the best way to  
overcome uncertainty is by  
developing a retention plan that 
aligns with each of these factors .

Recommendation

Many companies have  
retention policies, but 
they end up putting 
them on hold for litiga-
tion purposes and not 
destroying anything.  
On top of that, the cost 
of litigation is much 
higher than the cost of 
data storage.
-Survey Respondent
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SPOTlIgHT ON: compliance and retention
In 2011, the Ponemon Institute conducted a benchmark study2 on 46 multinational organizations  
to determine the true cost of compliance . using empirical data supplied by these organizations,  
Ponemon was able to determine the full economic impacts of compliance activities (e .g ., people,  
processes, technologies, etc .) and non-compliance problems (e .g ., business disruptions, penalties,  
fees, legal costs, etc .) . the disparity between the two is telling:

Average compliance cost = $3,529,570

Average non-compliance cost = $9,368,351

In other words, non-compliance costs organizations 2 .65 times more than compliance . with the cost of 
non-compliance being so high, one might think that organizations are putting more effort into activities 
that support compliance, such as retention policies, but that doesn’t seem to be the case . Iron mountain’s 
Data management Benchmark report3 found that only 17 percent of the more than 1,000 respondents 
have a formal, company-wide retention and destruction policy that classifies data, considers regulatory 
and organizational requirements and is applied to all department/locations in the organization . clearly, 
there is much work to be done in this area .

Will organizations face more litigation or discovery events over the next 12 to 18 months 
than they did in 2012?

✔ Yes 	 • No

clIcK for sources
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Prediction

Disaster recovery (DR) requirements will represent the 
most difficult SLAs to meet in the near future.

survey respondents believe that Dr slas  
will be more difficult to meet over the next 18 
months than data recovery windows, backup 
windows and litigation/discovery requirements . 
while each is important in its own way to  
a comprehensive data management plan, the 
scale of a Dr process — and the unknowns that 
often come with it — explains why participants 
see it as an ongoing challenge .

THE CONSEquENCES OF OvERlOOkINg DR
while all of these processes are critical, the 
consequences of not being able to recover 
from a disaster far outweigh those of missing 
the occasional backup window . In addition, Dr 
is a top-of-mind concern for many executives 
right now, as they think about the devastation 

caused by hurricane sandy, tornadoes and 
other extreme weather and wonder if their 
organizations would be able to recover from 
such an event .

Being able to test a Dr plan regularly breeds 
confidence that it will work in an emergency . 
however, few organizations can claim that they 
adhere to this best practice . why? Because  
it is an intensive task that doesn’t have  
an immediate business benefit and can pull  
resources away from their everyday,  
revenue-generating duties .

Keeping data safe in disasters 
is difficult, and finding ways to 
make sure data is not destroyed 
is complicated. Plus, you may not 
even know if your DR process 
works until it’s too late.
-Survey Respondent

executives and It people know that Dr  
is important, but they don’t always want to 
dedicate the time or resources to making 
sure their process works . when this is the 
case, though, they should engage with an 
expert who will not only help design and 
test best-practice Dr methods, but also 
advise on the best backup technologies for 
the task . for example, many people do not 
realize that when relying on replication for 
Dr that wan bandwidth is often a severely 
limiting factor when transmitting the large 
volumes required by a full recovery . Dr  
is an area where tape’s capacity, portability 
and cost-effectiveness really shine . 

Recommendation 
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Prediction

In order to control the growth of Tier 3, unstructured data, 
IT leaders will conduct periodic reviews to identify data that 
can move to cheaper storage technologies.

tier 3, unstructured data is the greatest  
contributor to exponential data growth .  
survey respondents believe that It  
organizations will conduct periodic reviews  
to identify data it can move to less costly  
storage, choosing this option over more  
tactical ones, such as implementing  
a hierarchical storage management solution .

THE CHOICE TO DO NOTHINg
In light of the uncertainty participants  
expressed about backup technologies and 
best practices in the other predictions, it’s 
easy to interpret periodic reviews as  
a decision to essentially do nothing to  
solve the unstructured data challenge .

when it comes to classifying data (i .e .,  
determining what information is mission  
critical and what is not), many companies  
are intimidated by the task . as a result, 
whether they have the resources or not,  
they are choosing to put the challenge  
on the backburner for now with the intent 
to tackle the problem at a later date . Data 
growth is not going to slow down, so  
choosing to conduct periodic reviews (and 
potentially do nothing after that) will leave 
organizations exposed to numerous costs  
and risks, including data loss,  
non-compliance and inefficient operations .

whether they are automated or manual,  
organizations need to put processes in place 
to manage unstructured data . and if they 
are unsure of where to start, they should 
take a look at inactive, rarely touched data . 
It is often a large, easy-to-identify data set 
that can be quickly and cost-effectively 
moved off the system to a tape archive .  
this will clear out some of the clutter and 
be an easy win to build upon in the future . 

Recommendation 

We all have too much junk. There 
has to be some information that 
is not mission-critical or  
litigation-sensitive that we can 
do without. It’s a problem we 
can’t ignore.
-Survey Respondent
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how comprehensive is your Data Protection strategy?
here is a quick test to see how comprehensive your organization’s high-level data protection strategy  
is . If you score a two or below, your strategy could use some work . (that doesn’t mean what you’re doing  
is wrong, just that your data management processes and technologies may not be aligned with  
business goals and industry requirements .) If you score a three or four, you’re on the right track, but  
consider the items you missed and think about what you can do to close that gap .

1. we have a clearly defined retention policy that is consistent throughout 
the organization . (+1)

2. our retention policy is aligned with key regulatory and industry 
compliance requirements . (+1)

3. we have documented processes for how to quickly and easily discover 
data for litigation or other purposes . (+1)

4. we have a documented Dr plan for full and partial data recovery in the 
event of an emergency . (+1)

5. we have a method for tiering data based on how critical it is to the 
business and what storage medium best meets its backup and recovery 
requirements . (+1)

CHALLENGES

1

2

3

4

5
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recommendations for a more comprehensive Data  
Protection strategy
1. buIlD AN INFORmATION gOvERNANCE TEAm: Put together an information governance team  

composed of employees from a variety of departments within your organization . at the very least, this team should include 
representatives from legal and It so there is alignment between compliance and retention requirements and the capabilities 
of data protection systems .

2. COllECT AND ORgANIzE COmPlIANCE REquIREmENTS: research and document all known data  
retention requirements for relevant industries, laws, regulations and internal policies . use this data to create  
a “lowest common denominator” retention plan for all data and refine it at regular intervals throughout the  
year as requirements change over time .

3. START SmAll wITH AN “EASy wIN” DATA TIERINg PROJECT: Kick off a data tiering project, and don’t  
be afraid to start small with a low-risk, easy-to-identify data set (e .g ., data that has been inactive for a certain period  
of time) . once identified, you can archive or destroy the data according to your retention requirements . this will  
eliminate the amount of data you have to manage, freeing up space and helping to simplify your environment .

4. lEvERAgE THE kNOwlEDgE OF ExPERTS: find an expert you can trust to help make decisions when  
in-house data protection expertise does not exist . maybe your It admin has been a tape expert for 20-plus years, but he is 
clueless when it comes to the cloud . or maybe your cIo is a former storage salesperson with an entrenched bias  
for disk backup across the board . a trusted third party can help you cut through the noise and design a customized,  
hybrid data management strategy that is cost-effective and will meet your data protection needs as they evolve over time .

5. REDEPlOy RESOuRCES TO STRATEgIC TASkS: as you implement the above recommendations, reassess the internal  
operations and business process connected with them and look for opportunities to automate or outsource activities as  
necessary . this will enable you to redeploy your resources to more strategic, revenue-generating tasks when it makes sense .
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PREDICTIONS:

P o l I c I es  
a n D  P ro c e D u r es 
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Prediction

The most common method for managing data in remote offices or colocation 
facilities will be outsourcing to a third party.

Prediction

Media destruction and data restoration for litigation are two tape-related activities  
companies will be looking to outsource.

reviewing Data Protection Policies and Procedures
a good data protection strategy is worthless if it’s not accompanied with clear policies and procedures an  
organization can follow to enact it . the predictions in this section show that participants believe that 
outsourcing will be a viable option for many organizations looking to implement various data management 
practices . It’s important to keep in mind that while outsourcing can be a valuable component  
of a data management infrastructure — for example, when in-house expertise is limited or when  
it costs less to subscribe to a service than to make a capital outlay — the decision to outsource should 
always be made as part of a larger data protection strategy .
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Prediction

The most common method for managing data in remote 
offices or colocation facilities will be outsourcing to a 
third party.

for managing data in offsite or colocation  
facilities, survey respondents believe organiza-
tions will outsource the task to a third party, 
rather than entrust data management to offsite 
staff or send trusted staff from headquarters 
to the other locations .

mAkINg THE DECISION TO wORk  
wITH ExPERTS
the choice to outsource any kind of activity, 
data management or otherwise, can be driven 

by a variety of factors . organizations may not 
have the expert resources in-house to get the 
job done effectively, or it might just make more 
financial sense to pay for a service than to 
hire new employees or pull existing staff from 
revenue-generating activities to accomplish 
the tasks . consistent across the study was the 
recognition that, when it comes to managing 
certain kinds of data, turning to experts makes 
sound business sense . 

It’s a fact that the highest level best practice 
for backup and recovery is to have multiple 
copies of data, with one offsite to ensure 
protection from disasters or other  
unforeseen events that can impact onsite 
data . for organizations that want to achieve 
that level of protection, but do not have  
the budget to stand up their own redundant, 
offsite infrastructures, outsourcing often 
provides the best solution .

Recommendation 

Offsite data outsourcers have 
specialized expertise we can 
count on to manage critical 
data, and using them enables 
us to reduce our management 
overhead.
-Survey Respondent
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Prediction

Media destruction and data restoration for litigation are  
two tape-related activities companies will be looking  
to outsource.

survey participants were evenly split between 
outsourcing secure media destruction and data 
restoration for litigation, choosing these tape-
related activities over the physical manage-
ment of tapes, tape catalog management and 
the entire data management process .

DRIvEN by COST AND RISk REDuCTIONS
reducing costs and risks are two common 
drivers behind the choice to outsource such 
activities . In the case of restoration for litiga-
tion, companies worry about how finding that 
one piece of data can impact productivity and 
disrupt the typical day-to-day operations . with 
media destruction, there is the risk of data not 
being completely destroyed and falling into the 
wrong hands . as a result, many organizations 
just feel better working with experts on these 
tasks .

HOw COmPANy SIzE CAN ImPACT  
OuTSOuRCINg ACTIvITIES
the size of a company can also be  
a determinant in what tape activities are  
chosen for outsourcing . for example,  

outsourcing the entire data backup and  
recovery process typically makes sense only 
for the smallest companies, because their 
data requirements are small enough to make 
the economics work . In fact, for a company 
with fewer than 100 employees, it could  
probably move its entire data backup and  
recovery process to the cloud for less than 
what it would cost to employ someone  
in-house to manage backups .

as for large enterprises, while outsourcing  
all backup and recovery activities would be 
prohibitively expensive, it is common for them 
to offload media destruction or data restora-
tion to a third party . many large companies 
have processes in place for in-house restora-
tion of data, but once a litigation or other trig-
ger event occurs and they are faced with restor-
ing hundreds of tapes, they realize quickly that 
they would rather work with an expert third 
party than expend their own resources on the 
task — and potentially come up empty .

for many organizations, the choice to  
outsource is a philosophical one — while some 
believe in handing certain tasks over to ex-
pert third parties, others prefer to  
keep everything in house . regardless of 
which side of the fence organizations fall on, 
though, there are two things they  
should keep in mind: 1) the decision to  
outsource should always be made as part of a 
larger data protection strategy, rather than as 
a reaction to a trigger event, and  
2) the right services provider will help them  
determine when outsourcing makes sense 
based on their budget and tolerance for risk .

Recommendation 

We like to offload some of  
our risks to third parties when 
we can. We know that they  
will dispose of the tape-related  
media in accordance with  
industry regulations and  
compliance mandates.
-Survey Respondent
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SPOTlIgHT ON: Data Protection in smBs and enterprises
while most of the discussion and best practices in this report will be relevant to a majority of organizations,  
there are some key differences in how smBs and enterprises implement their data protection strategies . 
as you review the recommendations offered throughout this report, consider how they would apply to 
your organization based on your size and unique characteristics .

small business Medium-sized business Enterprise

number of employees < 100 100-999 1,000+

Amount of data < 10 tB 10-100+ tB Petabytes

data protection technology approach Backup to one technology type 
(e .g ., cloud, disk or tape)

heavy use of disk for primary  
backup; some using tape for  
secondary archive

mix of cloud, disk and tape  
technologies (e .g ., cloud for certain 
apps/projects, disk for primary  
backup, tape for cold storage/archive)

Official retention policy? few some most

Litigation/discovery experience? few some all

data tiering strategy? few some some

Offline archive? few some some

Outsourcing? most some few

Over the next 12 to 18 months, how will IT organizations manage restoration of data from tape 
due to litigation or other discovery events? 

✔ Utilize an external third-party team    • Shift workloads, but risk delays

• Activate a dedicated internal team    •		 Work overtime
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how effective are your Data Protection Policies  
and Procedures?
here is a quick test to see how effective your organization is at implementing its data protection policies  
and procedures . If you score a two or below, you may be having trouble translating your data backup and  
recovery strategy into action . If you score a three or four, you’re doing better than most, but there may  
be an area or two where your policies could be better applied .

1. our retention policy is consistently applied throughout the organization,  
and we destroy data that passes its retention period . (+1)

2. we’re able to meet all key slas, rtos and rPos when it comes to recovering data . (+1)

3. we’ve tested our Dr plan to make sure it will work in the event of an emergency . (+1)

4. as part of our data tiering strategy, we move aging, rarely accessed data to an  
offline archive . (+1)

5. we outsource certain aspects of our data protection practices (e .g ., media destruction  
or discovery for litigation) when in-house expertise does not exist . (+1)

CHALLENGES

1

2

3

4

5
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recommendations for more effective Data Protection 
Policies and Procedures
1. DESTROy ExPIRED DATA: Destroy data or devices that have passed your defined retention periods . (this  

isn’t only a recommendation; it’s also your responsibility .) If and when litigation or discovery requests occur, your  
documented retention plan will show that you have made good-faith efforts to comply with the appropriate laws  
and mandates . Plus, you will have avoided unnecessary risks by reducing the amount of discoverable data you have  
to manage, while reclaiming storage space for future data growth . Just be sure that the destruction methods you  
choose prevent the possibility of your data falling into the wrong hands .

2. ASSESS, TEST AND EvOlvE DR PROCESSES: test and refine your Dr plan on a regular basis (e .g ., quarterly 
or bi-annually,) and choose the right backup technologies for your unique data sets, recovery requirements and — of 
course — budget .

3. SImulATE A TRIggER EvENT AND mEASuRE yOuR RESPONSE: If you have never experienced  
a trigger event that would require swift identification and recovery of specific data, simulate one and document  
your organization’s ability to respond to it (e .g ., a test Dr request) . If the response is taking too long or expending  
too many resources, it may signify a task that would be more cost-effective to outsource .

4. buIlD AND ExECuTE A DATA-TIERINg STRATEgy: expand the data-tiering project you began in the previous 
section . you already identified aging data you could archive in cold storage; now take a look at volatile data that is 30 
or fewer days old (e .g ., email) . how are you backing up this kind of data today? If it is on disk, maybe the cloud would 
provide stronger anywhere, anytime recovery capabilities – especially if you have a large mobile workforce . If it is in 
the cloud, are you comfortable with the data security your service partner provides?

5. OuTSOuRCE wHEN IN-HOuSE ExPERTISE IS lACkINg:  as you introduce new technologies and services 
into your environment, assess your in-house expertise on each and outsource tasks when you’ve determined  
deficiencies exist . for example, if you’ve identified archived data on old media that is a candidate for destruction,  
but you don’t have the resources to dispose of it in a secure, environmentally friendly manner, you could outsource 
this task to a trusted third party .



24

PREDICTIONS:

t ec h n o lo gy
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Determining the right mix of Data Protection technologies
once the strategy, policies and procedures are in place, organizations rely on technology to be the  
engine that runs their data protection machine . the predictions in this section show that participants  
believe cloud, disk and tape technologies will all have a part to play in a hybrid data management  
strategy going forward . however, it’s clear that the hype around cloud offerings and misinformation  
about tape have muddied the waters of the technology discussion . each technology has its strengths,  
weaknesses and best-practice application in a data protection strategy .

Prediction

IT leaders plan to deploy cloud backup over the next 12 to 18 months.

Prediction

As data volumes continue to increase, cost of ownership will most contribute  
to tape’s continued popularity.

Prediction

Enterprise tape solutions will be used as part of a hybrid backup strategy that includes 
cloud, disk and tape components.
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survey participants believe that It leaders  
are planning to deploy cloud backup solutions 
in the near future and that few, if any,  
organizations are not already investigating 
how the cloud might factor into their current 
backup and recovery practices .

PuSHINg PAST ClOuD HyPE
Despite the hype around the cloud and the  
advantages it can provide, many of the  
organizations who investigate it are likely  
to find that it is not the ultimate solution they 
were hoping it would be . the “capex versus 
opex” discussion is usually the factor that 
gets companies interested in the cloud, but 
if they are looking to back up very large data 
sets (and most enterprises are), they might be 
in for some sticker shock when they see how 
much cloud backup actually costs .

wHEN ClOuD wORkS bEST
understanding that a tiered approach is  
more cost-effective, some organizations will 
leverage cloud backup for rapidly changing, 
mission-critical data, such as email, and then 
use a mix of disk and tape to back up and  
archive other data types . Due to its speed  
and accessibility, cloud backup is perfect  
for a data set like email, which has anytime,  
anywhere access requirements .

cloud backup is a form of disk backup pro-
vided over the network, which means that 
data resides on spinning disk in the cloud . 
so especially when it comes to rarely ac-
cessed, archive-type data sets, organiza-
tions will be asked to pay premium prices 
to have inactive data on disk in a cloud so-
lution . obviously, this kind of data is more 
suited for a tape archive, where energy 
and technology costs are lower and tco is 
reduced .

Recommendation

Cloud is gaining ground  
on other technologies. It’s be-
coming more secure and cost-
effective, so it’s time  
to take a real look at it.
-Survey Respondent

IT leaders plan to deploy cloud backup over the next  
12 to 18 months.

Prediction
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Prediction

As data volumes continue to increase, cost of ownership 
will most contribute to tape’s continued popularity.

out of a list of seven characteristics and use 
cases, survey respondents believe tape’s  
low cost of ownership will contribute to its  
sustained popularity as part of enterprise  
data management systems . tape also scored 
highly for its capacity and reliability  
and for the promise of newer technology,  
such as linear tape-open (lto) and linear 
tape file system (ltfs) .

REASSESSINg TAPE’S COST ADvANTAgES
while there has been a lot of misinformation 
spread about tape in recent years — especially 
in how it compares cost-wise to disk — the  
simple fact is that tape is cheaper to purchase 
and operate than an equivalent disk system . 
such factors as a lower purchase price,  
reduced power usage and decreased costs 
over the lifetime of the equipment all come 
together to prove the cost advantages  
of tape over disk .

the advances in tape technology in  
recent years have helped improve its  
cost-effectiveness . for example, the  
largest tapes can hold 6 .25 terabytes  
of compressed data, which means  
organizations can store more data on  
fewer tapes . In addition, because tapes  
are easy to use and maintain, a single  
administrator can manage much more  
data stored on tape than an equivalent 
amount on disk — which reduces  
It overhead .

Recommendation

Cost is always key, and tape will 
be cheaper than disk in the long 
run. Plus, many organizations 
already have tape systems in 
place, so you can use what you 
have rather than purchase  
new systems.
-Survey Respondent
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SPOTlIgHT ON: tape’s Public relations Problem
for more than 50 years, tape has been “old reliable” in the data storage and backup market, known  
for its high capacity and reliability and low cost of ownership . however, in recent years a perception  
has arisen in the industry — driven largely by the marketing efforts of disk storage vendors — that tape has 
become a costly, inflexible, unreliable technology and few forward-thinking organizations are using  
it as part of their data protection infrastructures .

every one of these perceptions is wrong:

1. TAPE IS STIll lOwEST IN COST:  lto-5 tape costs 15 times less than sata disk for long-term archiving  
of large quantities of data, and tape’s tco is approximately two to five times less than virtual tape library for backup .4

2. TAPE IS ADvANCINg: the linear tape-open (lto) format has greatly increased tape’s capacity (e .g ., 6 .25  
tB for lto-6) and transfer rates (e .g ., 400mBps for lto-6)5, and the linear tape file system (ltfs) has increased  
the format’s flexibility, enabling it to be mounted and accessed in a manner similar to disk and other  
removable media . 6

3. TAPE IS RElIAblE: tape cartridges are two to four orders of magnitude more reliable than sata disk drives, and 
tape systems have a proven reliability of more than 99 .999 percent .7 

4. TAPE IS EvERywHERE: all 10 of the world’s largest banks, all 10 of the world’s largest telecommunications 
companies and eight of the 10 largest pharmaceutical firms leverage8 tape storage . 

Which of the following best reflects how IT leaders will view the role of tape in enterprise data 
protection over the next 12 to 18 months?

✔ Used in a tiered storage strategy  • Used for secondary backup and archive 

• Used for legal and compliance policies 

clIcK for sources
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Prediction

Enterprise tape solutions will be used as part of a hybrid backup 
strategy that includes cloud, disk and tape components.

survey participants see enterprise tape  
solutions used as part of hybrid backup  
strategies rather than as primary backup  
devices or as backups of backups (e .g ., disk  
to disk to tape scenarios) .

wHEN DISk wORkS bEST
the essence of a hybrid backup strategy  
is leveraging the various technologies in  
a way that meets the unique requirements  
of different data sets . for example, disk 
(whether onsite or in the cloud) is often the 
best choice for a primary backup because  
of its ability to meet aggressive recovery  
time objectives (rtos) and recovery point  
objectives (rPos) . this enables organizations 
to react quickly when recovery events occur 
and avoid disruptions that could impact  
business operations .

like any technology, disk has its advantages 
and disadvantages . with data growing the way 

it is, some companies have a tendency to keep 
buying more and more disk to keep up . But 
if they are using any of that disk to archive 
inactive data, they are incurring unnecessary 
space and energy costs on data that could be 
removed from the system and put into cold 
storage .

wHEN TAPE wORkS bEST
on the other hand, there is tape, which  
offers compelling reliability, performance, 
availability and dollar-per-gigabyte benefits 
that nearly always make it a good fit for  
backing up extremely large data sets and  
long-term archiving of inactive data . however, 
since most tape backups occur once a day  
(versus disk snapshots, which can be  
scheduled at nearly any interval), it is not  
usually the right format for backing up  
rapidly changing mission-critical data .

when thinking about embracing a hybrid 
backup strategy that includes cloud, disk 
and tape technologies, there is a smart, 
cost-effective way to approach it .  
organizations should look at their current 
environments first and make sure they are 
leveraging investments in the appropriate 
ways . once they have assessed what they 
have, they can add or subtract components 
based on best practices, which helps them 
extend the life of existing assets, avoid  
“rip and replace” scenarios and get the 
most out of their likely limited budgets .

Recommendation

As with investing, diversification 
is the best solution. More  
people are looking to the cloud, 
but tape and disk are still  
integral components of backup 
and recovery models.”
-Survey Respondent
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are you using the right mix of Data Protection  
technologies?
here is a quick test to see if you’re maximizing the utility of your data protection technologies within a hybrid 
strategy . If you score a two or below, you’re probably relying too heavily on one technology type, which is 
creating cost and risk exposures . If you score a three or four, you’re well on your way to a best-practice-based 
hybrid data protection strategy, but there may be one or two adjustments you can make to optimize your 
backup and recovery infrastructure .

1. we use public cloud backup sparingly, such as for small, short-term projects (e .g ., 
dev/test environments) . (+1)

2. we use disk storage as our primary backup and leverage snapshot functionality to 
meet tight rtos and rPos . (+1)

3. we leverage automated data-tiering functionality within our disk backup to help 
identify data that can be archived offline . (+1)

4. we use tape storage as a backup of the backup and/or as an archive for aging, 
rarely accessed data . (+1)

5. we store our archives offline and offsite to protect them from disasters or 
corruption and remove unnecessary data from the live environment . (+1) CHALLENGES

1

2

3

4

5
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recommendations for the right mix of Data  
Protection technologies
1. RETHINk THE ECONOmICS OF yOuR bACkuP ENvIRONmENT: take a fresh, new look at your backup  

technologies and honestly assess the strengths and weaknesses of each . If you are relying on long-held opinions that 
have been disproven by recent technology advances or getting your information from single sources, you are not  
getting the full story on the true capabilities of cloud, disk or tape .

2. STREAmlINE AND CONSOlIDATE wHERE yOu CAN: Do an inventory of the components that make up  
your current It infrastructure and include any hardware, software or services you plan to implement in the near  
future . look for opportunities to consolidate, standardize or streamline where it makes sense, and document any  
compatibility concerns you have about data to be moved from legacy systems to newer technologies .

3. EDuCATE yOuRSElF ON bEST PRACTICES: Don’t confuse backups with archives . Data isn’t archived until it’s 
been removed from the primary system and put into cold storage . If you’re using backups as archives, you’re wasting 
space in your “hot” environment that could be better utilized . If that sounds trivial, think about this: the more storage 
space you maximize, the less you have to spend on additional capacity .

4. CHOOSE SOluTIONS THAT wIll SCAlE wITH DATA gROwTH: as you make technology and service  
decisions about your It environment, ask yourself if they will not only meet your needs now, but also scale into the 
future . Data growth and complexity are here to stay in the business world, so your solutions should take into account 
the long-term implications of each .

5. mATCH DATA TyPES TO bACkuP TECHNOlOgIES: as your data-tiering project evolves, begin to match up 
your data sets with backup technologies that meet your cost and recovery requirements . again, think disk or cloud  
for frequently changing data sets like email, and tape for very large data sets and archives .
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overcoming Inertia through a Proactive,  
strategy-Based approach to Data Protection
there was a time in every organization’s history when data protection was a purely technological endeavor . 
for businesses that have grown and evolved over decades, that time was long ago when data volumes were 
smaller and an entire backup could fit on a few tapes . for small, young businesses, that time is likely now,  
as cloud backup can be a simple, all-in-one solution for protecting small data sets .

as businesses grow and change they  
experience trigger events they must  
react to in order to maintain their backup 
and recovery abilities . Data growth drives  
the need for more storage; increasing  
compliance and litigation concerns create 
demand for a retention plan; a disaster  
or data loss event reveals a requirement  
for recovery expertise and testing; and  
so on . as a result, many businesses take  
a reactive, bottom-up approach to data  
protection, stacking plans, resources and 
technologies on top of each other in  
response to changing operating conditions .

the problem with this approach is that it  
is unsustainable . Data will continue to grow, 
compliance and litigation will become  
more complex and the risks will become 
more acute, requiring an unending stack  
of reactive “solutions” into the future .  
Inevitably, the cost of maintaining this stack 
will outnumber the budget available for  

data protection, leaving organizations 
stuck between “the rock” of changing data 
management requirements and “the hard 
place” of limited budget . with no money and 
little guidance on how to move forward, it’s 
common for uncertainty and inertia to take 
hold . they’ll conduct reviews and tinker with 
existing tools and resources, but remain 
limited in their ability to adapt to an evolving 
marketplace .

REACTIvE, bOTTOm-uP, 
TECHNOlOgy-bASED APPROACH

TECHNOlOgy

DATA

COmPlIANCE
lITIgATION

RISk

mORE STORAgE

mORE STORAgE

kEEP EvERyTHINg

kEEP EvERyTHINg

kEEP EvERyTHINg

mORE RESOuRCES

mORE RESOuRCES

mORE RESOuRCES

OuTSOuRCE

OuTSOuRCE

OuTSOuRCE

TECHNOlOgy

TECHNOlOgy
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Iron mountain believes organizations can 
dislodge themselves from this situation  
by taking a more proactive, strategy-based 
approach . that starts at a high level with  
strategic decisions around information  
governance and retention plans, filters down 
into policies and procedures, such as data 
tiering, archiving and Dr best practices, and 
supports these activities with a hybrid mix  
of cloud, disk and tape technologies . each 
is deployed in a way that maximizes its 
capabilities within the information lifecycle .

the benefit of this proactive approach  
is that it is sustainable and adaptable  
to changes within the data protection  
landscape . for example, when regulations 
appear, an organization starts at the top and 
adjusts its retention plan to accommodate 
new requirements . then, it communicates the 
changes to the team tasked with  
carrying out the retention activities . finally, 
the organization adjusts how it is leveraging 
data protection technologies to ensure  
alignment with the regulation (e .g ., by  
moving data that must be kept for extended 
periods to a tape archive) .

PROACTIvE, TOP-DOwN, 
STRATEgy-bASED APPROACH

FINDINg THE RIgHT mIx OF STRATEgy, 
POlICy AND TECHNOlOgy
the good news is, depending on where  
your organization is in its data protection  
evolution, you might already have an  
architecture in place that resembles the  
pyramid discussed above — you may just 
need to make some adjustments to ensure  
it is optimized for the data protection  
challenges of tomorrow . the question  
is, what do you need to adjust? and how  
do you go about doing that?

a good first step is to take the self-tests  
scattered throughout this report to help 
gauge how you’re performing in each area . to 
illustrate, here is an example of how  
a large enterprise organization might score 
itself . the score of four for challenges shows 

that it is feeling the pains of data growth and  
limited budgets, and that it should act  
quickly to limit the associated risks . the 
three for strategy is a good start — perhaps  
it has retention, Dr and discovery plans  
in place, but it’s having trouble tiering data 
and adjusting to new compliance  
requirements . the two for policies and  
procedures is a little worrying . this means 
that while plans are in place, their  
implementation is inconsistent at best,  
so the organization needs the most help in 
this area . finally, the four in technology means 
it has nearly all the ingredients for  
a hybrid backup infrastructure — it just has  
to make some adjustments to how each  
of the technologies is being leveraged to make 
the most of its existing investments .

STRATEgy

PROCESSES

TECHNOlOgIES

CHAllENgES STRATEgy POlICIES & 
PROCEDuRES

TECHNOlOgy
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no matter how your organization scored on these tests, 
Iron mountain can help you make the adjustments 
necessary to reduce your challenges to a one and score 
fives across the board . 

Iron mountain can help you: 

1. mANAgE SmART with strategies that enable you to optimize your data management infrastructure in 
a cost-effective and efficient manner .

2. RECOvER SmART with policies and procedures that protect your information and ensure that  
it is always available .

3. TIER SmART with best practices for storing your data on the right tier, whether that be cloud, disk or 
tape, within a hybrid data protection environment .

http://www.ironmountain.com/databackup
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about the Data Protection Predictors study
In 2013, Iron mountain invited It experts from organizations spanning a variety of sizes and industries  
to participate in its Data Protection Predictors study . 

set up as a web portal where participants could log in and answer questions about the future of data  
protection, the marketplace generated more sophisticated data than is possible with traditional, static  
surveys by asking users to not just choose answers, but “invest” in their insights with a form of currency  
and provide reasons for why they made the choices they did . also, participants were asked to only answer 
questions they had strong opinions about, giving them the freedom to invest in the topics they knew  
the best .

more than 230 It professionals participated in the market . In addition to helping predict the 14  
data protection trends organizations should monitor in the coming years, they offered their unique  
insight — much of which has been captured as participant quotes throughout this report .
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PARTICIPANT DEmOgRAPHICS

Roles
nearly 92 percent of respondents indicated that they are involved in the day-to-day  
management, have influence over the decisions or are responsible for the decisions 
regarding the management of their organization’s data .

Participants were nearly equally divided between those who identified themselves  
as problem solvers versus early adopters .

wHICH OF THE FOllOwINg DESCRIbES yOuR ROlE REgARDINg THE mANAgEmENT OF yOuR ORgANIzATION’S DATA?

 I Am INvOlvED IN DAy-TO-DAy mANAgEmENT

 I Am NOT RESPONSIblE FOR IT

 I Am RESPONSIblE FOR DECISIONS

 I HAvE INFluENCE IN THE DECISION-mAkINg PROCESS

 % 0 10 20 30 40 50 60 70 80 90 100

wHEN IT COmES TO TECHNOlOgy uSAgE, HOw wOulD yOu bEST DESCRIbE yOuRSElF?

 PROblEm SOlvER wHO uSES ExISTINg TECHNOlOgIES

 EARly ADOPTER OF NEw TECHNOlOgIES

 % 0 10 20 30 40 50 60 70 80 90 100
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DATA STORAgE PREFERENCES
Participants reported a wide variety of data storage preferences, with 64 percent 
storing data in the cloud, 85 percent on disk and 53 percent on tape .

DO yOu STORE DATA IN THE ClOuD?

 yES

 NO

 % 0 10 20 30 40 50 60 70 80 90 100

DO yOu STORE DATA ON DISk?

 yES

 NO

 % 0 10 20 30 40 50 60 70 80 90 100

DO yOu STORE DATA ON TAPE?

 yES

 NO

 % 0 10 20 30 40 50 60 70 80 90 100
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INDuSTRIES
healthcare, technology and financial services were the industries with the largest 
representation in the market .

wHICH OF THESE CATEgORIES bEST DESCRIbES yOuR INDuSTRy SECTOR?

 buSINESS SERvICES

 COmPuTER-RElATED RETAIlER/wHOlESAlE/DIST.

 EDuCATION

 FINANCIAl SERvICES, INCluDINg bANkINg

 gOvERNmENT — FEDERAl

 gOvERNmENT — STATE/lOCAl

 HEAlTHCARE

 INSuRANCE

 lEgAl

 lIFE SCIENCES, INCl. PHARmACuETICAl AND mEDICAl

 mANuFACTuRINg AND DISTRIbuTION

 mEDIA AND ENTERTAINmENT

 OIl AND gAS

 OTHER

 SERvICES

 SOFTwARE AS A SERvICE (SAAS) PROvIDER

 TECHNOlOgy

 % 0 10 20 30
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that help organizations lower the costs, risks and inefficiencies of managing their  
physical and digital data . founded in 1951, Iron mountain manages billions of information  
assets, including backup and archival data, electronic records, document imaging,  
business records, secure shredding, and more, for organizations around the world .  
Visit the company website at www .ironmountain .com for more information .
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