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Privacy and Disposal:
The Importance of Secure Shred

ExECuTivE SummAry

The Disposal Rule was issued by the Federal Trade Commission in November 2004, and identical rules 

adopted by the federal banking agencies and the Securities and Exchange Commission now apply to 

organizations regulated under their authority. 

Effective June 1, 2005, the Disposal Rule states that “any person who maintains or otherwise pos-

sesses consumer information for a business purpose” is required to properly dispose of the information, 

whether in electronic or paper form, by “taking reasonable measures to protect against unauthorized 

access to or use of the information in connection with its disposal.”

All organizations should have policies and procedures in place to assure confidentiality of information as it is destroyed. Failure to document and 

formalize policies or to communicate via an official program often leads to ad hoc behaviors and exposes the organization to undue risk and cost.

It is important that proper security and authorization access levels are in place across the organization. When it comes to the destruction and 

disposal of records, a company should have:

	 •	 An	accurate	classification	of	records	that	links	to	retention	policies;

	 •	 Documented	policies	to	identify	and	approved	records	for	destruction;

	 •	 A	method	for	accurately	“holding”	any	records	impacted	by	legal	intervention;

	 •	 Secure	processes	for	destroying	active	and	archived	inactive	records;

	 •	 A	documented	chain	of	custody	for	all	of	the	above.

This Executive Report provides seven factors that every executive should know about information destruction and three key strategies to improved 

information destruction.  It also provides sample Records Management Procedures that may be customized for any size company or organization.
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All organizations 
should have policies 
and procedures in 
place to assure  
confidentiality of  
information as it is 
destroyed. 



iNTrOduCTiON

On May 8, 2009, UPI reported that a New York law firm had thrown out 

client files, leaving them in trash bins.  The files, mostly from the 1990s, 

were found in dumpsters outside a back entrance to the law firm, and 

included such personal information as addresses, medical records and 

Social Security numbers.  A partner at the law firm said they were  

cleaning out old files for a June 1 move, and they had hired a service  

to dispose of the files properly.  The law firm mostly represents the  

insurance and banking industries.

However, under New York law, businesses must dispose of private  

information in a safe manner.  “We hired a licensed and bonded  

company to deal with the disposal of our files in a proper manner,”  

the partner said. “We are investigating this issue.”

How could this happen?  What were the legal liabilities?

Anyone who reads newspapers and watches television knows that this is not an  
isolated example.  These serious mistakes happen weekly, all over the country.

How can you prevent this from happening at your company?  Read on.
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idENTiTy ThEFT

Identity theft is the fraudulent use of an individual’s personal information to open financial accounts, incur 
debts or transact other business in the victim’s name. Identity theft was made a federal crime in 1998, with  
the passage of the Identity Theft and Assumption Deterrence Act.

In order to commit identity theft, a person must do two things:

	 •		First,	obtain	another	person’s	personal	information	and

	 •		Second,	successfully	use	that	information	to	open	an	unauthorized	account	(“new	account	fraud”)		or	make	unauthorized	charges	against	 

											an	existing	account	(“existing	account	fraud”).

In a case of existing account fraud, the thief first obtains those items of personal information 

that are needed to charge purchases against a victim’s account, then uses those items to 

obtain goods or services that will be charged to the victim’s credit card or other account.

In the case of new account fraud, the deception is usually more complex. Before extending 

credit to a person who is not an existing customer or account holder, card issuers and other 

businesses want to confirm that the applicant is a good credit risk. Such a determination 

requires a substantial amount of information about the applicant’s personal financial history 

– information that an impostor typically will not have.

Fortunately for the identity thieves, creditors typically do not ask the applicant to supply all 

of the information needed to assess the applicant’s credit-worthiness. Instead, the creditors 

collect the applicants’ detailed financial histories from third-party credit reporting agencies. 

To initiate this process, the creditor only needs to collect a few items of personal informa-

tion from the applicant. When those items are submitted to the credit reporting agency, the 

agency will look for a file in its records that match those items and will furnish a copy of the 

complete file to the creditor. If the creditor is satisfied with the report, it typically will open a 

new	account	that	permits	the	applicant	(whether	genuine	or	an	impostor)	to	obtain	goods	or	

services on a deferred-payment basis. The thief acquires something of value and the victim 

gets the bills.

Identity theft 
was made a 
federal crime in 
1998, with  
the passage of 
the Identity 
Theft and 
Assumption 
Deterrence Act.



FACTA diSpOSAL ruLE COmpLiANCE

FACTA Overview

In December, 2003, the federal government passed the Fair and  
Accurate	Credit	Transactions	Act	of	2003	(FACTA),	a	law	that	affects	
various aspects of consumer credit.

Under FACTA, certain federal agencies were required to create regulations designed to 

minimize the risk of identity theft and consumer fraud by enforcing the proper destruc-

tion of consumer information. One of the resulting regulations, known as the Disposal 

Rule, was issued by the Federal Trade Commission in November 2004. Identical rules 

adopted by the federal banking agencies and the Securities and Exchange Commission 

now apply to organizations regulated under their authority. 

Effective June 1, 2005, the Disposal Rule states that “any person who maintains or  

otherwise possesses consumer information for a business purpose” is required to  

properly dispose of the information, whether in electronic or paper form, by “taking reasonable measures to protect against unauthorized access  

to or use of the information in connection with its disposal.”

The New FACTA Disposal Rule: Is Your Company Compliant?

In	2004,	nearly	70%	of	all	identity	thefts	occurred	offline	(Javelin	Strategy	&	Research,	2004,	Pleasanton,	CA).	The	reason?	Lack	of	proper	 

information disposal and inadequate document shredding programs within organizations.

To address the responsibility of businesses to better police their procedures for destroying personal information, the federal government enacted 

the Disposal Rule, effective June 1, 2005. This broad regulation impacts all U.S. businesses regardless of size or industry that possess consumer  

information. The regulation defines acceptable methods of consumer information disposal and assigns penalties when a company is non-compliant.

Under the Disposal Rule, businesses are now compelled to assess the effectiveness of security procedures related to information disposal to meet 

federal compliance guidelines. Failure to do so can have grave consequences.
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BEST prACTiCES FOr privACy ANd 
diSpOSAL  

Organizations should take steps to develop a 
policy, supported by a program, which provides 
enterprise-wide implementation, education, 
ongoing assessment and accountability for the 
confidentiality of its information as it is destroyed. 
This helps to ensure that records are disposed 
of in a consistent, secure manner in accordance 
with policies. Failure to document and formalize 
policies or to communicate via an official program 
often leads to ad hoc behaviors and exposes the 
organization to undue risk and cost.

It is important that proper security and authorization access levels are in place across the organization. When it comes to the destruction and 

disposal of records, a company should have:

	 •	 An	accurate	classification	of	records	that	links	to	retention	policies;

	 •	 Documented	policies	to	identify	and	approved	records	for	destruction;

	 •	 A	method	for	accurately	“holding”	any	records	impacted	by	legal	intervention;

	 •	 Secure	processes	for	destroying	active	and	archived	inactive	records;

	 •	 A	documented	chain	of	custody	for	all	of	the	above,	including	destruction	certification.

Security principles or checkpoints should be applied throughout all phases of the information’s life cycle. Many organizations have simplified the 

process by mandating a “shred all” approach, which takes the guesswork out of information protection by requiring that all paper records, whether 

destroyed from active state or from archived storage, be shredded before disposal.
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SECurE ShrEddiNg: ThE SEvEN FACTOrS EvEry ExECuTivE 
ShOuLd KNOw ABOuT iNFOrmATiON dESTruCTiON

It’s one of the most enduring myths in business today: the endless waves of computerized automation will soon 

create the paperless office. Of course, hard experience has shown the exact opposite dynamic. Computers aren’t 

decreasing paper consumption – they’re actually increasing it. According to the Association for Information and 

Image	Management	(AIIM),	90	percent	of	all	workplace	documents	are	still	on	paper.	[www.aiim.org/Infonomics/

ArticleView.aspx?id=31262	and	www.aiim.org/documents/chapters/grandcanyon/ProtectingCriticalData.ppt	]

From Sarbanes-Oxley and HIPAA to the FACTA Disposal Rule, increasingly stringent regulatory frameworks are 

creating a challenging climate for organizations that must protect the confidentiality of all types of information. 

Companies must implement rigorous programs to safeguard the security and privacy in all areas of their opera-

tions. Chief among them are active documents that must be confidentially and securely destroyed. These can 

include corporate financial data, client data, medical records, trade secrets, and more.

Shredding programs are commonly implemented in these organizations to achieve that confidential destruction, but too often these programs 

are largely ignored after the deployment is complete. However, shredding involves much more than “set-it-and-forget-it” implementation. It must 

be actively and smartly managed to ensure optimal use with minimal cost. From tactical best-practices to strategic issues that deserve executive 

visibility, savvy organizations are responding to successfully address the challenges of paper destruction. The fact is, there’s no quick and easy 

“delete” key for paper documents – which makes a comprehensive program to manage confidential destruction an executive-level imperative.

The following are seven key factors that corporate executives should consider as they implement or refine their information destruction practices:

1. AN iNvESTmENT iN prOTECTiNg yOur BrANd ANd rEpuTATiON 

It’s tempting to put the challenge of managing and disposing of confidential destruction on the back burner. However, “we’ve never had a problem” 

isn’t an appropriate strategy. For example, the FACTA Red Flag Regulations require organizations to formulate a written information destruction 

program that is signed by senior leadership.
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That’s because failure in a confidential destruction program has far-reaching – and painful – implications. There are, of course, fines and penalties 

that can be levied by regulators. For instance, if a company fails to securely destroy client financial records that find their way to identity thieves, 

they may be vulnerable to major civil penalties. But, just as important – and more difficult to quantify – is the untold damage to the brand  

created by negative publicity regarding information-security lapses. Eroding customer loyalty and shareholder confidence, adverse disclosures,  

and unwanted attention await.

A comprehensive secure shredding program is the preventive insurance that smart companies implement to protect their brand and reputation.

2. EvEN ShrEddiNg NEEdS A pApEr TrAiL

When	a	crisis	event	(such	as	a	large-scale	data	theft)	arises	–	and	auditors,	regulators,	and	lawyers	begin	to	investigate	–	you	need	to	demonstrate	

that your organization has deployed and followed a rigorous program to securely shred active paper documents. If the only documentation you can 

provide for your shredding program is simply an invoice and a certificate of destruction from your vendor, you are in a vulnerable position.

Much more is possible – and required – today. Best practices call for an auditable, systemic shredding program that is adopted across the  

organization and employed continually by all employees. The best corporate shredding programs encompass:

	 •	 Consultants	who	work	directly	with	you	to	quickly	design	efficiently	implement	a	shredding	program	 

  that meets your organization’s goals.

	 •	 Vendor	expertise	to	develop	appropriate	information	disposal	policies.

	 •	 Reporting,	tools,	and	guidance	to	assess	the	program	from	both	financial	and	compliance	perspectives,	 

  including program monitoring, container utilization, disposal rates, and employee compliance.

	 •	 Customizable	communications	and	implementation	templates	that	address	unique	requirements.

	 •	 Informational	resources,	recommendations,	and	guidance	to	keep	you	up-to-date	on	laws	and	trends	

  directly impacting your organization.

In addition, it’s important to periodically conduct reviews of your shredding operations based on actual operational data. This helps ensure that 

your shredding initiative remains aligned with constantly changing variables in your business – from the types of documents you handle to  

reconfigured office spaces to changing document volumes.
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3. OpTimiZE yOur ShrEddiNg prOgrAm TO mAiNTAiN COST-EFFECTivENESS

A lot of vendors will promise a lower per-container price, but at the end of the month they end up costing more than vendors with a slightly higher 

per-container price. The fact is, the only meaningful way to evaluate a shredding program is to understand its total cost – a figure that reflects not 

only the price per container but also the number of containers and the frequency of service. To operate in the most cost-effective manner, you must 

periodically monitor all three metrics.

For instance, by analyzing container usage, you might determine that containers are only 30-50 percent full on average during weekly pickups.  

By switching to a semi-monthly pickup schedule, you could potentially reduce your costs. But few shredding vendors have the resources, infrastruc-

ture, or expertise to systematically assess, capture, and report on shredding container usage in a consistent manner. As a result, many companies 

are unaware of the potential savings opportunities in their secure shredding programs.

4. SENiOr mANAgEmENT iS ACCOuNTABLE FOr BrEAChES

Most companies have some form of shredding program in place today. However, the impact and results of these initiatives can vary greatly. That’s 

because a shredding program isn’t a one-time implementation or a milestone that can be safely ignored once the containers are in place and the 

pickups have been scheduled.

Although secure shredding is often viewed as a tactical process, a new regulation such as the FACTA Red Flags places responsibility for any failures 

or lapses in information security directly upon the executive suite, making it your responsibility as well. Too often, companies view shredding as just 

another overhead commodity service.

But that casual approach overlooks the inherent risks. Confidential documents are not “waste paper.” They are valuable documents that  

require careful management and secure destruction. The right shredding solution should treat the challenge as a holistic process – governed by  

a complete chain of custody. The shredding challenge doesn’t end when containers leave your building. Instead, a professional shredding  

organization manages the entire continuum:

	 •	 Container	placement	recommendations

	 •	 Carefully	screened	and	trained	personnel

	 •	 Barcode	scanning	of	containers	to	ensure	auditable	processes

	 •	 Careful	offsite	destruction

	 •	 Complete	reporting	and	analysis



Privacy and Disposal: The Importance of Secure Shred          11
2011, Financial Executives Research Foundation, All Rights Reserved

It’s important to recognize that senior managers are accountable for breaches. For instance, the recently enacted Red Flags Rule – based on  

portions	of	the	Fair	and	Accurate	Credit	Transactions	Act	of	2003	(FACTA)	–	includes	provisions	for	how	businesses	must	implement	programs	 

and initiatives to reduce the possibility of identity theft. Red Flags requires a documented information-protection program that’s been reviewed 

and approved by senior executives of the company’s board of directors. Paper breaches can violate these regulations.

To minimize the risks of security breaches from careless disposal or less-than-rigorous shredding programs, companies should partner with  

vendors who possess the experience and enterprise-class infrastructure that delivers total efficiency and supports compliance.

5. pApEr BrEAChES pOSE ThE SAmE riSKS AS ELECTrONiC BrEAChES

Intrusions into computer systems and databases generate the most publicity – and one should never minimize or dismiss the impact of these  

criminal thefts and the losses that result. However, the disproportionate attention to electronic breaches risks overlooking the equally serious  

problem of paper-document theft.

Although the scale of electronic data theft is massive, it requires highly specialized skills and equipment that few possess. But anyone can  

discreetly steal paper documents sitting out in an open recycling bin. Anyone can make copies of documents. And anyone can root through  

wastebaskets or dumpsters – without any skills or equipment. And when it comes to paper, insiders – with ready access to confidential documents 

and personal-identity data – are often the culprits. In fact, 61 percent of data thefts by employees involve theft of paper records. These are thefts 

that	require	no	passwords	and	leave	no	audit	trail.	[M.	Shields,	“Six	out	of	Every	10	Employees	Stole	Company	Data	when	they	Left	their	Job	Last	

Year,	Said	a	Study	of	U.S.	Workers,”	BBC	News,	Silicon	Valley	(Feb.	23,	2009)]

Paper is perhaps the easiest media to breach. It is unencrypted, easily copied and carried, and requires no equipment to read it. That’s why, 

although the costs to prevent paper-based breaches are substantially lower than preventive measures for electronic data, paper disposal merits 

a heightened level of attention comparable to electronic information. Is your organization devoting the right levels of attention and managerial 

oversight to closing up this vulnerability?
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6. “SET iT ANd FOrgET iT” CrEATES AdOpTiON-COmpLiANCE vuLNErABiLiTiES

Employee adoption is a critical determinant of a successful shredding program – and it’s not a given and not a constant. It varies by location or 

department. It can vary by local customs and company culture. And compliance with shredding policies can fluctuate significantly over time. A 

“set it and forget it” approach to shredding will inevitably lead to lapses in compliance over time. Be sure to formalize your shredding requirements 

through a standard corporate policy that’s vetted and disseminated. One important tactic is to keep that shredding policy “top of mind” for  

employees through a steady program of communication emphasizing the value and importance of participating in confidential destruction  

programs. This can encompass everything from posters to regular memos and email reminders. Many companies find it useful to have their  

managers remind colleagues about the importance of shredding practices through consistent reminders at department meetings.

Finally, regular reporting on optimization and usage of containers is important for tracking usage and costs. This reporting also gives you a com-

plete audit trail and helps you demonstrate to regulators your efforts to minimize the number of opportunities for breaches and your ability  

to comply with privacy statutes.

7. ShrEddiNg iS ThE pAiNLESS wAy TO ExpANd yOur “grEEN COmmiTmENT”

Naturally, every business wants to be as environmentally conscious as possible.  

Fortunately, with some vendors, when you implement a shredding program, you are 

recycling. You don’t have to compromise your environmental values by shredding – in 

fact, you’re acting on them.

What’s more, savvy companies recognize that it makes great business sense to tout 

participation in comprehensive programs for confidential destruction – so make sure 

your vendor can furnish the statistical reports that demonstrate your commitment to a 

greener environment. Some have even cited their shredding initiatives statistics as part 

of their environmental commitment when communicating to shareholders.
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iNTErNAL COmpLiANCE: ThrEE KEy STrATEgiES TO imprOvEd  
iNFOrmATiON dESTruCTiON 

When it’s time to securely and completely destroy sensitive paper documents, a proper disposal process is no longer 

optional. You need a rigorous, auditable chain of custody with careful controls to ensure the confidentiality and  

security of those documents prior to their thorough destruction and disposal. The regulatory penalties alone for 

lapses and failures are too high a price to pay, to say nothing of the publicity and shareholder dissatisfaction.

At first glance, it’s easy to believe that the chain of custody for secure shredding starts with the vendor who should 

undergo careful scrutiny and ongoing monitoring. In reality, the chain of custody begins much sooner – at the point when the employee decides 

that a confidential paper document is no longer needed – and well before the contracted vendor enters the picture. That’s why it’s essential to 

adopt a more holistic view of the shredding chain of custody by strengthening the internal processes that take place before the vendor picks up 

materials to be destroyed.

Savvy companies understand the importance of this perspective because the damage from any lapse will ordinarily and primarily accrue to the 

company, regardless of where the document breach occurred. Culpability begins and ends with the document’s original owner. When the adverse 

publicity hits, the fallout impacts your brand and reputation, not just your legal standing and finances.

How do you get everyone in the organization to take their responsibilities seriously and be accountable for their participation and compliance with 

your secure shredding initiatives? Here are three key strategies to increase the likelihood that employees “do the right thing” when faced with a 

paper document that they no longer need.

STrATEgy NO. 1 – COmmuNiCATiON: BuiLd A CuLTurE ArOuNd ShrEddiNg COmpLiANCE

The challenge surrounding the adoption of a shredding policy is achieving sustainability across the organization so that your program doesn’t fade 

from the corporate culture within weeks or months of implementation.

Obviously, you can’t stand next to all your employees – all day, every day – and coach them about how to dispose of their confidential documents. 

Culpability 
begins and 
ends with the 
document’s 
original owner.
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Instead, you need to fully and memorably communicate to all of them about their duties and why it’s important to follow your prescribed process. 

Building a culture of shredding compliance starts with communicating a range of key messages to all employees through different channels on a 

regular basis.

	 •	 Make	It	Company	Policy.	Most	companies	find	that	it’s	effective	to	start	their	shredding	program	by	creating	a	formal	employee	policy	 

                defining what documents must be shredded, which ones are optional, and which ones do not require shredding. What constitutes the best  

                policy? It depends – and the right answer carefully balances simplicity and cost. For example, a “shred all” policy is easy to remember.

	 •	 Get	It	in	Writing.	As	they	do	with	most	new	policies,	many	companies	find	that	it’s	good	practice	to	obtain	a	signed	acknowledgment	from	 

                employees confirming that they’ve read, and that they understand and accept, the company’s compliance requirements for shredding s 

                ensitive documents.

	 •	 Execute	an	Internal	Communication	Strategy.	Setting	the	stage	for	internal	compliance	with	shredding	policy	begins	with	 

                communication. The key is to use a series of effective communications vehicles to execute a complete announcement strategy. Examples  

                include a pre-launch communication letter to managers and employees and an initial organization announcement at time of launch. Many  

                companies find it’s a good idea to describe the shredding policy in new employee orientations and to provide occasional reminders at  

                team and department meetings.

	 •	 Conduct	Regular	Follow-up	Communications.	Regular	reminders,	perhaps	quarterly	or	semi-annually	that	reiterate	the	company’s	 

                shredding policy, are an important element of the communications plan. Some companies even put up posters in common areas to help  

                keep the shredding policy near top of mind and to ingrain the process within the company culture.

STrATEgy NO. 2 – CONvENiENCE drivES COmpLiANCE

When it comes to secure shredding, there’s one inescapable truth that should govern deployment efforts: convenience drives compliance. The 

closer the points of disposal are to employees, the greater the compliance with shredding policies. If containers are too far away or are continually 

stuffed to the brim because of too few containers in the vicinity, compliance will naturally decline.

Some companies build extra steps into their shredding processes to drive up the convenience factor for employees. For instance, in some companies, 

desk-side shred containers can be deployed to eliminate the need for an employee to walk down a hall to a publicly located, locked container for 

disposal. Instead, the employee collects documents to be shredded in a small container and periodically brings a desk-side container of documents 

to be shredded to the shared container. This minimizes employee inconvenience without requiring an overabundance of public containers.
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STrATEgy NO. 3 – rEpOrTiNg: whAT’S mONiTOrEd iS whAT’S mANAgEd

In addition to communications and convenience, shredding program success depends heavily on the ability to measure and monitor program 

participation. This kind of visibility should be a prime objective when implementing your shredding program.

Consistent reporting across all locations can be one of the most effective methods for ensuring visibility and oversight. Best practice favors vendors 

who can provide consistent, timely reporting across all locations to guide decision-making and program development.

The best shredding partners can capture utilization data and time of service for all of your containers so that your company has a time-stamped 

proof of service for every location. This creates a granular audit trail through which you can show that all of your locations have been set up with  

a shredding program. You can show the utilization percentages for individual containers and hundreds of locations. You can show the service 

schedule. And you can even show specific receipts for pickups at individual locations.
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references

	 •			“Compliance	Benchmark	Report”

	 •			“FACTA	Disposal	Rule	Compliance”

	 •			“Internal	Compliance:	Three	Key	Strategies	to	Improved	Information	Destruction”	by	Charles	H.	Kennedy,	Of		Counsel,	Morrison	and	Foerster	LLP	

	 •			“The	Seven	Factors	Every	Executive	Should	Know	About	Information	Destruction”

These	white	papers	are	available	at	Compliant	Information	Destruction,	at	Iron	Mountain.com	Law	firm’s	client	files	found	in	trash	(UPI.com,	May	8,	2009)

Appendix:

records management procedures : The following sample Records Management Procedures were developed for a large, publicly-held company.  As 

such, they include terms such as:

	 •	 Records	Center

	 •	 Records	Management	Facility

	 •	 Records	Management	District

	 •	 Records	Management	Policy

	 •	 Records	Management	Program

	 •	 Records	Retention	Schedule

Financial executives who wish to use these sample procedures may need to modify them accordingly.

In addition, the sample Procedures refer to the following individuals:

	 •	 Corporate	Records	Manager

	 •	 Records	Coordinators

	 •	 Records	Management	Steering	Committee

Again, financial executives who wish to use these sample procedures should consider these as functions, not necessarily individuals, when  

deciding how to adapt them to their own companies.
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iNTrOduCTiON    

The Records Management Procedures, Records Management Policy, and the Records Retention Schedule comprise the core documentation for 

Company’s Records Management Program. These documents provide guidelines and rules for properly managing Company’s records.

By consistently following this program, we improve our ability to locate information when needed and ensure that Company complies with all  

applicable laws and regulations. 

More specifically, the purpose of this procedure manual is to communicate:

	 •	 The	proper	procedures	for	the	maintenance	and	handling	of	active	and	in-active	records.

	 •	 The	access	and	security	procedures	that	must	be	in	place	to	ensure	the	appropriate	level	of	protection	for	Company’s	records.

	 •	 The	procedures	associated	with	preparing,	sending,	and	retrieving	inactive	records	to	and	from	Company’s	Records	Center.

	 •	 The	procedures	associated	with	destroying	records	whose	retention	period	has	expired.

	 •	 The	procedures	associated	with	the	suspension	of	destruction	when	required	by	litigation	or	audits.	

	 •	 The	Records	Management	Program	training	procedures.

	 •	 The	procedures	for	monitoring	compliance	to	the	Records	Management	Program.

Scope

The principles addressed in this Records Management Procedures manual apply to all United States Divisions within Company. All business units, 

subsidiaries, employees and contractors who create, receive, use, or manage Company records are required to comply with these procedures.   

In a following implementation phase, the Records Management Procedures will be expanded to include Divisions operating in countries outside 

the United States.

These procedures apply to all types of records created or received in the conduct of Company’s business. 

 The Company’s Records Management Program and the Records Management Procedures were developed and approved under the auspices  

 of the Company’s Records Management Steering Committee. Only that Committee shall authorize and approve changes to this Procedures  

 document. This Records Management Procedures document supersedes any existing guidelines and procedure manuals that address the  

 management and retention of Company’s records. 
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rECOrdS STOrAgE prOCEdurES/ACTivE rECOrdS mANAgEmENT

Records that are frequently referred to, since they are typically related to current or in-process activities, are called Active Records.  These records 

are typically stored on-site and referred to on a regular basis to respond to internal and external business requirements.  The period of time during 

which records are active varies by record class and by departmental requirements. 

Active records should be maintained on-site at the business location, within the departmental areas.  Active records may be stored within  

Company’s Records Center if space does not permit them residing within the department. 

Hardcopy	records	(paper,	photographs,	microfilm	records,	and	production	films)	should	be	stored	in	filing	equipment	appropriate	to	the	record	

media, size, and security status. All employees are expected to maintain their files in a manner that is secure and logical for the type of record  

being maintained.

inactive records management

Official Records with infrequent access requirements or those that refer to closed, completed, or concluded activities, are Inactive Records. Inactive 

records have outlived their active stage but must be retained for operational reference purposes or to meet legal retention requirements.  In order to 

properly manage inactive records, follow the instructions in the sections below.

purge of Office records

Each Department is responsible for scheduling and implementing periodic purges of on-site records to manage office space. Purging is the process 

of removing inactive material from active storage areas for inactive storage or for destruction.  As part of this process, employees must determine 

which inactive Official Records should be retained on-site, which should be sent to off-site storage and which records are candidates for immediate 

destruction	review	in	accordance	with	the	Company’s	Records	Retention	Schedule.	Unofficial	Records	(convenience	copies,	drafts,	etc.)	should	be	

discarded at this time. 

Official Records which were not sent to inactive storage and whose full retention period indicated in the Company’s Records Retention Schedule 

has expired should be identified so they can be incorporated into the destruction review and approval process.  
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The destruction process will be managed by Records Coordinators in accordance with the confidential destruction procedures detailed on the  

next page. When destruction has been completed, the Corporate Records Manager will maintain the approved list, approval notification, and  

destruction notification. 

Transfer of records To and From Offsite Storage 

All inactive Official Records which require to be retained for longer than routine business use must be transferred to Company’s Records Center.  A 

useful rule of thumb: If the records are accessed less often than once per month, it is generally more cost-effective to move them to offsite storage.

Inactive records can be maintained in offices as long as space, equipment, cost, security, access, and retrieval meet Company’s criteria.

Only Official Records may be sent to Company’s Records Centers. Duplicates, convenience copies, drafts and other types of Unofficial Records 

should remain on-site and be destroyed as soon as possible after their useful life, and should never be retained longer than the Official Record. 

individually Listing Files

In some instances a description of the records at the “carton” level is not sufficient and, additionally, identification and description of each file 

within the carton is required.  Typically the criteria that warrant file-level identification are:

 Highly active files, requiring a high degree of access “Case” files, in which each file folder refers to a person, project, case, or event and the  

 file inventorying and storage process does not lend itself to describing the files by the use of “ranges” at the carton level. Should you be  

 interested in using file level indexing, please contact your Records Coordinator. Company’s Records Management provides file-level  

 inventory identification and indexing for each folder in the carton in addition to identifying and tracking items at the carton level.

Sending New Cartons to Off-Site Storage

Once you have packed and labeled all new cartons, contact your Records Coordinator to set up a pickup.

returning previously retrieved Cartons to Storage

Once you are ready to return your retrieved cartons to the Records Management facility, call or e-mail a request to your Records Coordinator. 

 Interfiles are new files or documents that must be inserted into cartons already stored. When sending an interfile, please contact your  

 Records Coordinator for interfile labels and instructions. Interfile labels will need to be completed and returned to the Records  

 Management District with the interfile request.
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retrieving Off-Site records

Retrievals are items that you wish to have temporarily returned to you from storage at the Records Management facility. You can request either a 

carton or a specific file within the carton to be returned to you.

Access and Security

All employees are responsible for protecting the confidentiality of Company records, maintaining the confidentiality of customers’ personal  

information,	and	preventing	unauthorized	disclosure	to	third	parties	(i.e.,	persons	both	inside	and	outside	Company	without	a	need	to	know).

Individual employee access to records is limited to records managed by the employee’s department or area, unless necessary to conduct  

authorized and approved business in accordance with Company’s established practices and procedures. Only designated Records Coordinators 

and authorized users may request records from Company’s Record Center.  All other access to off-site storage is coordinated through the Corporate 

Records	Manager.	The	Legal,	Tax	and	Internal	Audit	departments	have	global	access	to	all	departmental	records	for	litigation	and	audit	support,	

through the Corporate Records Manager.  

records destruction

Upon expiration of a record’s required retention period, all records should be approved for destruction unless there is a legitimate business reason to 

postpone	that	destruction.		(See	6.0	Suspension	of	Destruction	below.)		Destruction	should	take	place	systematically,	following	approved	procedures.

destruction review procedures

Quarterly, the Corporate Records Manager will request that the Records Coordinators run Destruction Eligibility Reports for their Cost Centers.

The Records Coordinator will receive the report listing cartons stored at the Records Management facility that are eligible for destruction. The  

review process will require the review and approval identifying any records that are still required to support ongoing business operations or that 

must be held due to current or pending litigation, incomplete audits, or other special circumstances. 

The Corporate Records Manager will need to request a separate report from Records Management that will provide a listing of all cartons with a 

retention period of “indefinite”.  Records that contain a retention period of “Indefinite” will need to be reviewed periodically to determine if they 

have surpassed their useful legal and business life. Once the Corporate Records Manager has determined that some of these records are eligible for 

destruction the normal destruction review process outlined above will be followed to approve the destruction of these records.
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verification of records for disposal 

Verification of the records you have selected for disposal is a two-step process. 

	 THE	PRELIMINARY	DESTRUCTION	REPORT	

	 Upon	receipt	of	your	disposal	request(s),	Records	Management	creates	a	disposal	order	for	each	method	selected,	from	which	a	Preliminary	 

	 Destruction	Listing(s)	is	generated	and	sent	to	Company	Records	Management.	After	carefully	reviewing	this	report,	the	General	Manager	will		

 select Secure Shredding as the disposal method, sign in the designated area, and return the Report to Records Management Data Entry at  

	 the	Records	Management	address	shown	on	the	cover	letter	that	accompanies	the	Preliminary	Destruction	Listing	so	that	the	disposal	order		 

 may be processed. NOTE: The Records Management District will not dispose of the inventory without the express written permission of the General Manager to do so. 

	 THE	FINAL	DESTRUCTION	REPORT	

 After the Records Management District receives the signed Preliminary Destruction Report, and the disposal order has been processed, a Final  

 Destruction Report is automatically generated and sent to you to verify that the disposal of your records, as you requested, has been completed. 

Approved destruction methods

Records containing confidential company information, as well as nonpublic personal information of employees and customers, must be destroyed 

in a manner that renders them inaccessible and unreadable.  Records should be shredded, pulped, incinerated, crushed or destroyed by other 

secure methods approved by the Corporate Records Manager. 

Company’s approved method of destruction is Shredding, which is the removal and shredding of Company-identified records by Records  

Management, or by a Records Management-approved secure shredding partner. Records are disposed of via supervised shredding, thereby 

rendering those materials beyond reconstruction. Upon completion, a Certificate of Final Disposition is provided.

destruction Certification

The	Corporate	Records	Manager	will	maintain	the	Final	Destruction	Listing	Report	(commonly	called	a	Destruction	Confirmation)	from	Records	

Management. This report will list the box numbers, date the boxes were destroyed, and who authorized the destruction.
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Secure Shredding program

Company’s Secure Shredding Program is a method to dispose of confidential company information in a manner that provides added security.  This 

program will improve privacy for our company, our employees and our customers by reducing the potential risk of confidential information being 

accessed fraudulently.  Employees shall assume that all paper documents contain confidential information, regardless of the confidentiality of the 

information on the paper, therefore requiring secure disposal.

Shredding Collection Containers

Employees are required to place all paper documents into the secure collection containers.  Shredding collection containers will be strategically 

placed in appropriate locations within each Company facility for the deposit of all paper documents.  A collection schedule will be developed based 

on the specific needs of each location.  NOTE: You are not required to remove staples, paper clips, rubber bands and/or small binders.  All clean paper (any color) and 

file folders (any color) are acceptable for shredding.

material That must go into the Secure Shredding Containers

This is an all-shred program.  Any and all paper documents must be disposed of by placing in the Secure Shredding Containers.  The broad scope 

of this program is to remove the need of employees to make a decision about whether a document is confidential or proprietary, and to ensure that 

all paper documents are being shred.  Examples of items that should be placed in the containers for secure shredding:

	 •	 All	paper	documents,	reports,	literature	(non-bound)

	 •	 Material	That	Does	Not	Go	Into	the	Secure	Shredding	Containers

	 •	 The	secure	shredding	containers	are	intended	for	paper	only.		Regular	office	waste	should	be	placed	into	a	lined	trashcan	and	then	 

  disposed of by the janitorial service provider.  Examples of items that should not be placed in the containers for secure shredding:

	 •	 Paper	exceptions	 Cardboard,	telephone	books,	hardcover	books,	newspapers,	magazines,	periodicals

	 •	 Plastics		Plastic	bags	and	packing	material,	computer	discs,	CDs,	CD-ROMs,	DVDs,	backup	and	VCR	tapes,	transparencies,	ID	badges,		  

  driver’s licenses, microfiche, microfilm, x-rays

	 •	 COMMON TRASH: Food waste, general office waste, bottles, glass, cans, inks, dyes, paints

	 •	 HAzARDOUS	MATERIALS:	Biochemical waste, sharps, toxic substances, flammables, explosives

	 •	 METALS:	‘3-ring’ binders, lever-arch binders, hanging folders, large bulldog clips, license plates

	 •	 HARDWARE: Computer, printer and photocopier parts

Access to Secure Shredding Containers

The secure shredding containers will be locked at all times.  Unless you are absolutely certain it is no longer needed, do not place items in the containers.  



Privacy and Disposal: The Importance of Secure Shred          24
2011, Financial Executives Research Foundation, All Rights Reserved

Certification of destruction

Certification of destruction can be found on the monthly invoice.  One enterprise invoice will be generated each month and retained by the 

Corporate	Records	Manager.		An	example	of	certification	wording	is:		“Company	certifies	that	all	material	covered	by	this	work	order	(invoice)	has	

been shredded per the terms of the service agreement.”

Suspension of destruction

When it becomes clear that there is a reasonable possibility of litigation, audit, or governmental investigation being commenced at some point 

in the future by or against Company, records associated with the action must not be destroyed and all regularly scheduled destruction of records 

associated with the action must be immediately suspended. In order to prevent these records from being inadvertently destroyed, Hold Orders will 

be assigned to records subject to these constraints. Hold Orders apply to both Official and Unofficial Records.  Records that are under a Hold Order 

cannot be destroyed even when permitted by Company’s Records Retention Schedule.

Overview of hold Orders

The	Legal,	Tax	or	Internal	Audit	departments	will	notify	the	Corporate	Records	Manager	of	pending	matters	that	require	a	retention	hold	and	

describe the types of records that may be affected. The Corporate Records Manager will circulate this information to the appropriate managers and 

employees, who must then suspend the destruction of the records that are affected. Managers must notify the Corporate Records Manager that the 

Hold Order has been implemented for relevant records.

identification and Application of hold Orders

The Hold Order process consists of the following stages:

	 •	 ASSESSMENT: 	Company’s	Legal,	Tax,	and	Internal	Audit	departments	are	the	only	bodies	with	the	authority	to	issue	a	Hold	Order	that	 

  suspends the destruction of records.  These departments are responsible for reviewing and assessing actual and reasonably anticipated  

  litigation, government investigation, and audits to determine their significance and therefore the need to issue Hold Orders.  

Communication

When	the	Hold	Order	is	established,	the	originating	department	(Legal,	Tax,	or	Internal	Audit)	must	send	notification	to	the	Corporate	Records	

Manager.		The	originating	department	will	identify	the	person	responsible	for	authorizing	the	hold;	the	scope	and	description	of	the	hold;	the	busi-

ness	units	impacted	by	the	hold;	the	types	of	records	subject	to	the	hold;	the	recordkeeping	systems,	both	paper	and	electronic,	which	are	impacted	

by	the	hold;	and	the	date	range	of	records	subject	to	the	hold.		The	Corporate	Records	Manager	will	document	this	information	and	maintain	a	

master list of the Hold Orders.  The Corporate Records Manager in conjunction with the originating department will communicate the plan to 

implement the Hold Order to all appropriate managers and employees.  
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Whenever possible, Hold Orders should be applied systematically using electronic means. In the case of hardcopy records in Records Management 

storage, this will mean utilizing Records Management’s inventory system, which has the capability of applying retention holds to selected records. 

Similar methods should be used in electronic systems, e-mail facilities, file servers, and back-up tapes throughout Company. 

implementation

Employees are required to comply with Hold Orders and are prohibited from destroying any applicable records in any medium, whether official, 

unofficial, or convenience copies, on-site or in storage. Hold Orders apply to the documents in any media, including electronic, that are in the 

possession, custody, or control of Company.  They include not only original documents but also:

	 •	 Composite	files	of	documents	relating	to	the	subject	of	the	hold,	even	if	some	of	the	documents	are	exact	duplicates

	 •	 Non-exact	duplicates	(e.g.,	those	with	notations	or	comments)

	 •	 Documents	created	by	third	parties	if	sent	to	or	received	by	Company	employees

	 •	 A	Hold	Order	does	not	require	Company	employees	to	create	documents	or	generate	drafts	of	documents	that	do	not	exist.

	 •	 The	implementation	of	Hold	Orders	needs	to	be	performed	for	electronic	records,	on-site	hardcopy	records,	and	off-site	paper	 

  records in storage:

Electronic records

Communication of Hold Orders to appropriate Information Technology employees is required to ensure that electronic records, such as e-mail, 

database applications, web pages, imaging systems and documents stored on desktop computer hard drives, are retained in accordance 

with the Hold Orders.  

On-Site hard Copy records

Business unit managers, assisted by Record Coordinators, are responsible for identifying on-site records impacted by the Hold Order and  

immediately suspending their destruction.  This includes records maintained in central filing areas, departmental filing areas, and individuals’ offices. 

	 •	 Off-Site	Paper	Records	Storage

	 •	 The	Corporate	Records	Manager	will	use	Company’s	system	to	implement	the	Hold	Orders	on	the	appropriate	records	in	Records	 

  Management storage.  Hold capabilities include:

	 	 	 •							Placing	a	Hold	Order	on	an	entire	account	or	group	of	accounts

	 	 	 •							Placing	a	Hold	Order	on	record	classes	impacted	by	the	hold

	 	 	 •							Placing	a	Hold	Order	on	the	business	units	or	departments	impacted	by	the	hold

	 	 	 •							Placing	a	Hold	Order	on	specific	boxes	impacted	by	the	hold.
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Compliance verification

To ensure compliance with the Hold Order process, the Corporate Records Manager will require the Hold Order recipients to confirm compliance 

with the Hold Order.  The Hold Order recipients within 10 business days must confirm that they have placed relevant or potentially relevant  

documents on hold and that all destruction is suspended for records to which the Hold Order applies. The Corporate Records Manager will continue 

to send out periodic reminders of the hold until such time when the hold is removed.

removal of hold Orders

Retention holds are not to be used to designate records as “permanent” or to permanently deviate from the Company’s Records Retention  

Schedule. Hold Orders are to be “lifted” or rescinded after the requirements of the special circumstances have been fulfilled. No records subject to a 

hold will be considered for destruction until the hold is removed. For this reason, no record subject to a Hold Order should appear on any report or 

listing of records to be considered for destruction review and approval.

The	Legal,	Tax,	or	Internal	Audit	department	will	review	their	respective	Hold	Orders	periodically	and,	if	appropriate,	notify	the	Corporate	Records	

Manager when a Hold Order can be removed. The Corporate Records Manager will then notify the appropriate business unit managers, Information 

Technology employees and Records Coordinators to release the hold from the records. The Corporate Records Manager will directly remove holds 

for hardcopy records stored at Records Management facilities.  The released records will then be processed for destruction at the next destruction 

review date if the records retention period has ended.

The process of reviewing and removing Hold Orders will be documented to demonstrate that appropriate approval was received for the  

removal of holds.

destruction Following removal of hold Orders

Even after a Hold Order is removed, the destruction of a record is not automatically authorized.  The destruction review process must be followed  

for records on all media to ensure that the approved retention period is fulfilled and that the records are not subject to other Hold Orders.  

Responding	to	Legal	Discovery	Requests	for	Email

	 •	 LEGAL	DISCOVERY:	The legal discovery process consists of collecting and producing information pertaining to a legal matter.   

This section focuses on email collection.  

The workflow process for collecting pertinent emails consists of the following phases:

	 •	 ASSESSMENT: When	the	Legal	department	believes	that	there	is	actual	or	reasonably	anticipated	litigation,	they	will	issue	a	litigation	
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hold	order	via	email	to	all	employees	believed	to	have	involvement	with	and/or	information	relating	to	the	legal	matter	and	notify	the	Corporate	

Records	Manager	of	the	need	to	collect	pertinent	information.		The	Legal	department	will	review	the	facts	of	the	case	and	determine	the	timeframe	

of	the	emails	that	will	need	to	be	restored,	which	individual	users	may	possess	relevant	emails,	and	keywords	and/or	domain	names	to	search	for.		

All of this information is communicated to the Corporate Records Manager in the litigation hold order.

Communication

The Corporate Records Manager must then communicate with the appropriate Business Units, the IT department, and individual users, notifying 

them of their responsibilities and the specific parameters of the legal discovery request.  

Once IT has been notified of the hold, the process for requesting email information ensues as outlined below:

The Corporate Records Manager: 

	 •	 Completes	a	Legal	Discovery	Request	form,	indicating	the	project	name,	list	of	individual	email	users,	shared	mailboxes,	 

  public folders, search criteria, any data requirements, and due date.  

	 •	 Attaches	the	Legal	Discovery	Request	form	to	an	email	to	System	Support,	with	a	cc:	to	the	members	of	the	Messaging	and	Collaboration		

  Team Management, requesting the opening of a Service Center Ticket.

	 •	 SYSTEM SUPPORT:	Opens	a	Service	Center	ticket	and	assigns	it	to	the	Network	Services	(NS)	Legal	Discovery	group.		

	 •	 THE	NS	LEGAL	DISCOVERY	GROUP:	Creates	a	folder	on	the	NS	Legal	Discovery	Team	SharePoint	site,	using	the	project	name	 

	 	 (as	listed	on	the	Legal	Discovery	Request	form)	as	the	folder	name.		

	 •	 Saves	a	copy	of	the	Legal	Discovery	Request	document	from	the	Service	Center	ticket	to	the	SharePoint	folder.		

	 •	 Completes	the	Scoping	Document	for	Data	Restoration	and	Electronic	Evidence	Discovery	Services	and	saves	a	copy	to	 

  the SharePoint folder.  

	 •	 Emails	the	completed	scoping	document	to	the	Data	Restoration	Team.

	 •	 Implementation

Once the Data Center Operations and NetBackup Team receive the request for tapes, they will pull and ship the requested backup tapes to the 

Data Restoration team.  The Data Restoration team will then begin culling the requested information, copying the information onto DVDs,  

delivering	all	information	back	to	the	Legal	department	and	closing	the	Service	Center	Ticket.		The	Legal	department	will	then	provide	all	 

information collected to the Requestor.  The process follows five stages which are outlined below:
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mailbox restore process

	 •	 The	Data	Restoration	Team	will	process	the	restore	requests	per	the	Scoping	Document.		

	 •	 The	users’	mailboxes	will	be	combined	into	a	single	PST	for	each	user	(Note:		if	users	cross	more	than	one	server,	there	will	be	two	 

	 	 PSTs	for	the	affected	users).		

	 •	 Once	the	restores	are	complete,	a	member	of	the	Data	Restoration	team	will	email	the	NS	Legal	Discovery	group	informing	them	that	 

  the restores are complete and are stored on the SharePoint site.

Local pST Search & Copy process

	 •	 Based	on	the	user	information	from	the	Legal	Discovery	Request	form,	Systems	Support	will	call	each	user	to	schedule	a	time	for	the	 

	 	 NS	Legal	Discovery	group	to	dial	in	to	the	users	system	to	copy	their	local	PST	files.		

	 •	 On	the	date	and	time	established,	a	member	of	the	NS	Legal	Discovery	group	will	dial	in	to	the	end	users	system	and	copy	all	local	 

	 	 PST	files	to	a	previously	defined	location	for	PST	files	for	temporary	storage.		The	NS	Legal	Discovery	group	will	then	search	the	local	 

	 	 copy	and	the	restored	PST	files	based	on	the	criteria	specified	in	the	Legal	Discovery	Request	form.		If	specified,	they	will	also	search	 

  the Shared Mailboxes and Public Folders.  

	 •	 The	results	of	the	searches	are	exported	to	new	PSTs.

delivery process

	 •	 A	member	of	the	NS	Legal	Discovery	group	will	complete	a	transmittal	letter,	which	summarizes	the	search	results,	and	save	a	copy	 

  to the SharePoint site.  

	 •	 They	will	then	create	the	requested	number	of	DVDs	as	outlined	in	the	Legal	Discovery	Request	form.		CDs	will	be	labeled	with:		 

	 	 Project	Name,	Date,	Number	of	DVDs,	and	keywords.		(Example:		John	Smith,	4	Jan	2006,	CD	1	of	2,	termination)		

	 •	 The	transmittal	letter	and	the	DVDs	are	then	delivered	to	the	Corporate	Records	Manager.		The	Corporate	Records	Manager	will	 

	 	 compile	this	and	all	other	requested	data	and	deliver	as	one	package	to	the	Legal	department.

Closing process

Once	DVDs	have	been	delivered,	a	member	of	the	NS	Legal	Discovery	team	will	close	the	Service	Center	ticket	and	send	an	email	to	the	Corporate	

Records	Manager	(with	a	cc	to	the	Messaging	and	Collaboration	Team	Management)	confirming	that	the	project	has	been	completed.
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removal of hold Order

	 	 The	Legal	department	will	notify	the	Corporate	Records	Manager	when	the	hold	can	be	removed	for	emails.		The	Corporate	Records	 

  Manager will then notify members of the Message and Collaboration team management that the following can take place:

	 	 NS	Legal	Discovery	team	can	purge	data	recovered	during	searches	of	PSTs

  

Training

The Corporate Records Manager with the assistance of the Human Resources Department will be responsible for the implementation, resourcing, 

and administration of the records management training program. The Corporate Records Manager will create a records management training plan. 

The objective of the training is to notify employees of the existence, scope, purpose, and importance of Company’s Records Management Program.  

At a minimum the training program should include the following topics:

	 •	 The	Company’s	Records	Management	Policy

	 •	 The	Company’s	Records	Retention	Schedule

	 •	 Company’s	Procedures	for	Inactive	Records	Management,	Access	and	Security,	Records	Destruction,	and	Suspension	of	Destruction

	 •	 The	Corporate	Records	Manager	is	encouraged	to	conduct	training	in	multiple	mediums	and	situations	to	encourage	maximum	 

  participation. Some possible ways to conduct training include:

	 •	 Incorporation	in	Company’s	induction	or	new	employee	orientation	programs	and	documentation;

	 •	 Periodic	seminars	to	discuss	the	Records	Management	Program	and	answer	employee	questions;	and

	 •	 On-the-job	training	and	coaching	provided	as	part	of	a	formal	program	or	informally	by	Records	Coordinators.

	 •	 Records	management	training	should	be	provided	for	employees	with	responsibility	for	records.	The	Corporate	Records	Manager	needs	 

  to ensure that Records Coordinators have been adequately trained for the duties described in the Records Management Roles and  

  Responsibilities document.

	 •	 Documentation	that	evidences	each	person’s	attendance	and	participation	in	records	management	training	should	be	created	and	filed	 

  in the same manner as other training certification and retained for the same period of time, as specified in the Records Retention Schedule.

	 •	 The	content	of	the	records	management	training	program	should	be	periodically	reviewed	to	ensure	that	it	is	consistent	with	current	 

  Company policies and procedures. Training materials must be updated to reflect all changes, amendments, and updates to the Policy, 

  Retention Schedule, and other Records Management Program documentation. 

	 •	 When	new	versions	are	published,	all	changes,	amendments	and	updates	to	the	Policy,	Retention	Schedule	and	other	Records	 

  Management Program documentation must be communicated to all employees with any kind of responsibility for records. Records 

   that provide evidence of this communication should be retained.
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Compliance monitoring

Departments are responsible for participating in audits as determined by the Corporate Records Manager to monitor compliance with the  

Company’s Records Management Policy, Records Retention Schedule, and Records Management Procedures.  Compliance audits will be  

conducted at least once each year. At a minimum the audit will include verification that:

	 •	 A	Records	Coordinator	is	assigned	to	the	Cost	Center;

	 •	 Hardcopy	records	sent	to	inactive	records	storage	are	appropriately	indexed	with	all	required	fields	populated	(Div,	Dept,	Rec	Code,	 

	 	 Major	Description,	To	Date);

	 •	 Hardcopy	records	sent	to	inactive	storage	are	adequately	indexed	to	support	timely	retrieval;

	 •	 Hardcopy	records	sent	to	inactive	records	storage	are	correctly	coded	per	the	Records	Retention	Schedule	to	permit	proper	 

	 	 destruction	scheduling;

	 •	 Records	in	all	forms	related	to	pending	or	current	legal	matters	are	being	“held”	in	order	to	prevent	their	destruction	until	the	legal	 

	 	 matter	has	been	closed;	

	 •	 Records	in	all	forms	related	to	closed	legal	matters	have	been	released	from	retention	“holds”;

	 •	 Records	whose	retention	period	have	expired	and	are	not	on	“hold”	are	being	routinely	destroyed;

	 •	 Appropriate	records	management	training	is	being	provided	to	employees	with	responsibility	for	records.

	 •	 Where	areas	of	non-compliance	are	discovered,	Departments	are	required	to	take	action	to	address	them	and	bring	them	into	compliance.		

		 •	 Follow-up	compliance	monitoring	will	be	conducted	to	verify	that	areas	of	non-compliance	have	been	adequately	corrected.

	 •	 Documentation	that	evidences	compliance	monitoring	activity	will	be	created	and	filed	in	the	same	manner	as	other	internal	 

  business monitoring documentation and retained for the same period of time, as specified in the Records Retention Schedule.
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