
White PaPer

in
f
o

r
m

a
t

io
n

 
m

a
n

a
g

e
m

e
n

t

the USa Patriot act

Many Canadians are concerned about the vulnerability to 

subpoena of information stored with Iron Mountain Canada 

because of the “Uniting and Strengthening America by 

Providing Appropriate Tools Required to Intercept and Obstruct 

Terrorism Act of 2001” (the “USA Patriot Act”). Iron Mountain 

Canada believes the risk that information stored with us will be 

subjected to access by the U.S. government by reason of the 

USA Patriot Act is remote, for the reasons set out below.

1. USa Patriot act amended fiSa 

The U.S. government’s ability to access information for foreign intelligence 

investigations through subpoenas is not new.  In fact, the USA Patriot Act 

subpoena provisions amended certain provisions of the long-standing Foreign 

Intelligence Surveillance Act (“FISA”), which was originally adopted in 1978.

2. fiSa SUbPoenaS

FISA, as amended by the USA Patriot Act, permits the U.S. government (through 

the FBI) to obtain court orders concerning tangible things (including books, 

records, papers, documents, etc.) for purposes of obtaining foreign intelligence 

information or to protect against international terrorism.

3. fiSa SUbPoena ProceSS

To obtain a subpoena under FISA, the FBI must prepare an application for the 

subpoena, which must then be approved by the Department of Justice and 

submitted to a special federal court known as the Federal Surveillance Court of 

Review, or “FISA Court.” An FBI application to the FISA Court must be submitted 

for an authorized investigation for one of two purposes: to obtain foreign 

intelligence information or to protect against international terrorism. The 

application must demonstrate “reasonable grounds to believe” that the 

requested items are relevant to an authorized investigation.  Relevance is 

presumed where the requested items “pertain” to foreign powers, agents of 

foreign powers, activities of suspected agents of foreign powers or individuals in 

contact with, or known to agents or suspected agents of, foreign powers.  Most 

of the FBI’s applications for subpoenas to the FISA Court are granted.
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4. conSiderationS Weighing againSt  

fiSa SUbPoenaS 

There are several considerations that weigh against the 

U.S. government’s use of this mechanism with respect to 

either U.S. or Canadian records that are maintained by a 

commercial service provider such as Iron Mountain 

Canada.

(a) Subpoenas Must be Specific. —  In most cases, a 

request for a subpoena would have to be specific as to 

individuals or entities that are the target of the 

subpoena. The FBI would generally not know if a 

customer of Iron Mountain Canada was storing 

information regarding a particular individual or entity 

unless it first obtained that information from another 

source. Therefore, it is not possible for the FBI to seek 

information from Iron Mountain in a “fishing expedition” 

in the hope that Iron Mountain Canada is storing a 

particular person’s or entity’s records on behalf of a 

customer.

(b) Iron Mountain Lacks Information to Respond to  —

Subpoenas. In many cases, Iron Mountain Canada does 

not have information regarding the specific individuals 

or entities whose records are stored with us. Iron 

Mountain Canada knows the name of its customers 

(generally companies or government agencies) and may 

have limited indexing information relating to the content 

of paper records (usually provided by the customer). 

Moreover, Iron Mountain Canada generally has no 

knowledge regarding the content of information on 

tapes or other electronically stored information in its 

custody. Because of these facts, Iron Mountain Canada 

would have only a limited ability to respond to a 

subpoena seeking information regarding records 

concerning a specific individual or entity, even if the 

subpoena identified the Iron Mountain Canada customer 

for which the information is stored. Iron Mountain 

Canada would not be asked by the FBI to produce 

records or metadata on a particular customer (or that 

customer’s customers/clients) unless the FBI was first 

able to (i) determine that Iron Mountain Canada was 

holding such data and (ii) specify the information that it 

wanted to obtain.  

(c) Relevance of Being a Subsidiary of a U.S.  —

Company. The fact that Iron Mountain Canada is a 

subsidiary of a U.S. company does not, in and of itself, 

directly increase the risk that records held by Iron 

Mountain Canada will be subject to a FISA Court 

subpoena. The factors that determine whether a 

particular entity is subject to a FISA Court (or any other 

U.S. court) order involve the issue of whether the entity 

in question has sufficient ties to the United States to 

give U. S. federal courts jurisdiction over the entity. 

“Ties” can consist of many things, one of which is where 

a foreign-based entity’s offices or plants are located. A 

foreign-owned entity with its headquarters and all 

facilities outside the U.S. would probably not be subject 

to a U.S. court order. However, if that entity had one 

facility in the U.S., or had an affiliate in the U.S., it would 

probably be subject to jurisdiction of U.S. courts, 

depending on the nature of the activity of the U.S. 

affiliate. “Ties” can also mean whether persons who 

control a foreign entity (officers and/or directors) have 

relationships in the United States. “Ties” can also mean 

that a foreign entity engages in substantial commerce in 

the U.S. by selling into the U.S. Whether a particular 

foreign entity is subject to the jurisdiction of U.S. courts 

is often a question involving all of the many facts related 

to it. It is likely that Iron Mountain Canada is subject to 

the jurisdiction of U.S. courts, in part because of 

ownership, in part because many of its officers are also 

officers of its parent and in part because it shares 

administrative functions with its U.S. affiliate.  For all 

those reasons, Iron Mountain Canada would be subject to 

jurisdiction of U.S. courts (and therefore could be 

subjected to a FISA subpoena), while it is unlikely that a 

Canadian entity with no offices or business in the U.S. 

(and no officers or directors who are U.S. citizens) would 

be subject to a FISA Court order. 

(d) Legal Basis for Challenging a FISA Subpoena. —  

While the FISA Act broadly prohibits a recipient of a FISA 

subpoena, such as Iron Mountain Canada, from 

disclosing receipt of the subpoena, the recipient can 

inform its own attorneys (both in-house and outside 

counsel) for purposes of challenging the order. Iron 
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Mountain Canada would have a right to pursue an 

appropriate challenge to a FISA subpoena, and would 

likely do so if it was important to maintaining the 

integrity of its customers’ records. Moreover, there may 

be more legal grounds for challenging a FISA subpoena 

issued for Canadian records than for U.S. records. For 

example, compliance with a demand for records held in 

Canada without informing the data subjects might 

contravene applicable Canadian laws, such as British 

Columbia’s Freedom of Information and Personal Privacy 

Act, similar laws in Alberta or the Canadian federal 

privacy statute known as the Personal Information 

Protection and Electronic Documents Act, or “ PIPEDA.” 

(e) Limits on Disclosure May Make Compliance  —

Difficult. The prohibition on disclosing receipt of a FISA 

subpoena also means that Iron Mountain Canada (as well 

as Iron Mountain Incorporated), would generally be 

prohibited from seeking any assistance from a customer 

or other entity in responding to the subpoena, meaning 

that the FBI may need to coordinate with others to 

identify relevant information. 

(f) Alternate Mechanisms Available to the U.S.  —

Government. Finally, the U.S. government has 

alternative mechanisms through which it may obtain 

access to investigative information without issuing a 

subpoena to Iron Mountain Canada or its U.S. parent. 

Among these are (i) pursuing the information directly 

from a customer who owns the records and is otherwise 

within the expansive reach of U.S. jurisdiction, and (ii) 

working cooperatively with Canadian authorities to 

obtain investigative assistance from Canadian law 

enforcement, in accordance with Canadian law. 

5. fiSa: an incremental exPanSion of U.S. 

government aUthority

In some important ways the USA Patriot Act’s amendments 

of FISA are not as far-reaching as many people assume. 

The U.S. government’s power to issue subpoenas under 

FISA, as amended by the USA Patriot Act, is not greatly 

broader than the subpoena authority that (through grand 

juries) existed prior to the USA Patriot Act. One principal 

difference is that a U.S. federal grand jury subpoena, which 

could be issued under prior law, can only be issued in 

connection with the investigation of a crime; FISA 

subpoenas can be issued in connection with foreign 

surveillance or international terrorism investigations. The 

U.S. government has had authority to obtain business 

records through grand jury subpoenas for more than sixty 

years, and that authority extends to records held in foreign 

jurisdictions if the records are in the custody of, or belong 

to, an entity with business ties (such as a place of business) 

in the United States such that the entity can be subjected 

to U.S. jurisdiction. Thus, records in the custody of a 

Canadian company would be subject to FISA or grand jury 

subpoenas if it had a branch or office in the United States, 

or other ties to the U.S., regardless of whether the 

Canadian entity was owned by a U.S. shareholder or a 

Canadian shareholder, and regardless of where the records 

were stored.

6. additional ProtectionS for canadian 

governmental entitieS 

In addition to the foregoing considerations, under the 

Sovereign Immunities Act, foreign states, such as Canada, 

and their instrumentalities are presumptively immune from 

the jurisdiction of U.S. courts, subject to certain limited 

exceptions, including situations where immunity has been 

expressly waived or in instances involving purely 

commercial activity of the foreign state. An additional 

exception to immunity exists when money damages are 

sought against a foreign state for personal injury/death 

caused by an act of terrorism perpetrated by an official, 

employee or agent of the foreign state acting within the 

scope of his office, employment or agency. Further, in the 

case of U.S. grand juries, prosecutors are instructed in 

Justice Department guidance to notify the Foreign 

Commerce Section of the Department of Justice before 

demanding items from foreign countries. The Foreign 

Commerce Section can then arrange for notification to the 

foreign government of the subpoena under relevant 

bilateral agreements, such as the U.S./Canadian Mutual 

Legal Assistance Treaty. These provisions and procedures 

make it particularly unlikely that materials owned by the 

Government of Canada or its agencies would be sought 

through a FISA Court subpoena or any other court order. 



CA-ALL-EXT-WP-021711-001

aboUt iron moUntain.  Iron Mountain Incorporated (NYSE: IRM) provides information 
management services that help organizations lower the costs, risks and inefficiencies of managing 
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www.ironmountain.com for more information.
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7. conclUSion

While the U.S. government has technical authority to issue subpoenas for 

records held by Iron Mountain Canada (as it has with many other U.S. and 

Canadian entities, both records management companies and their customers, 

holding records in Canada), the risk to information maintained by Iron Mountain 

Canada is lessened because (i) the FBI would require external information to 

know that a particular target individual or organization stored records at Iron 

Mountain Canada and (ii) Iron Mountain Canada may be unable to locate the 

records of an individual or entity without assistance from the customer. Records 

held on behalf of a Canadian government entity are even less likely to be the 

subject of subpoenas than records held for private companies because in most 

cases Canadian government entities are immune from U.S. court jurisdiction 

under the Sovereign Immunities Act. In effect, the USA Patriot Act expanded the 

reasons for which records held by Iron Mountain Canada can be accessed by the 

U.S. government, but the exposure of records held by Iron Mountain Canada is 

similar to the risk of grand jury subpoenas, which has existed for many years.


